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1. Introduction

In May 2011, Web Real-Time Communication (WebRTC) emerged as a cutting-edge technology. Google at the
time announced a set of standards and JavaScript APIs for creating peer-to-peer (Browser-to-Browser) communications
[1]. As aresult, WebRTC is directly used to provide interactive communications over various data types, provided that it
does so without the need for plugins, setting up, or payment. Additionally, WebRTC makes use of HTML5-based web
browsers managed by Firefox and Chrome [2]. It has a benefit over other technologies because it enables developers to
envision the browser as a full video chat terminal. On the other hand, researchers have suggested ways to address the
drawbacks of conventional networks, like managing a network’s programmable switches and implementing Software-
Defined Networking (SDN), which normally consists of two sets of controllers [3]. As a result, SDN provides the option
to abstract network architecture and infrastructure in software, which can subsequently be applied to various hardware and
devices. However, SDN gives the network more programmability by enabling programming to define and alter the way it
operates and is configured. Load balancing, or the process of efficiently dividing flow among network devices, is a crucial
component of network design and management [4]. For the networks to manage the extra traffic and keep their high speeds,
load balancing and multipathing are required. This research emphasizes the analysis of various methods for load balancing
on SDNs. Network devices on the control plane of traditional network devices. The Network Configuration Protocol (NCP)
and Simple Network Management Protocol (SNMP) can now be used to partially control the network [5]. This paper is
structured as follows: section 11 contains the methodology, implementation, and evaluation. The conclusion and subsequent
research IlI.
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2. Methodology and Evaluation

One of the main problems with integrated services is that they need a lot of states and statements to keep up a single flow
[6]. This limits the router's maximum size that uses the reservation control protocol. Another problem is that integrated
services cannot choose another route throughout the network than the one that the routing protocol chooses [7]. The
following specifications were created using a network topology that has eight nodes (switches) and two hosts (the
transmitter and receiver). Because increasing fault tolerance and network throughput are the primary goals of data
networks, network topology is used in the SDN OpenFlow protocol. A three-tiered switch construction with core, edge,
and gathering switches is produced by this particular topology, which links and interacts with every switch. A graphical
depiction of the network structure is shown in the figure.

Figure (1) uses the routing protocol of each node to show a topology consisting of 13 nodes. Furthermore, the routing
protocol is unable to mount the data most efficiently from the sender to the recipient. Assuming that the path (switchl—
switch2—switch4—switch6-switch8) represents the most effective means of sending video data from the message's sender
(Host 1) to its recipient (Host 2), let's proceed. If the routers use Open Shortest Path First (OSPF), the shortest path—
switchl-switch3—switch6—switch7—switch8—is the recommended one. This suggests that there are five hops in the video
data's path. The source sends a path message to switch 1, which subsequently sends it to switch 8, setting up QoS on the
path (switch 1-switch 3-switch6-switch7-switch8). When changing to version 8, the path message. The receiver modifies
its soft state to correspond with the traffic specifications and responds with the reservation demand message after
confirming that the traffic requirements in the PATH message are correct. Switch8 uses the limitations of the request traffic
standard to send the request for reservation message to switchl in a soft state after receiving it through the receiver. As
illustrated in Figure (1), Switchl sets its soft indicator to reservation demand activity and then delivers the reservation
interest message back to the sender. Following the establishment of the reservation demand traffic standard, the sender
installs the QoS path (switch 1-switch 3—switch 6-switch 7—switch 8).
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Figurel. Network Methodology

The optimal path is (switchl-switch2—switch4—switch6-switch8), as previously mentioned. Because the reserve
control protocol for integrated services uses the same path as the routing protocols to set up QoS, which might have the
worst performance, it is unable to select the optimal path, which is (switchl-switch2—switch4—switch6—switch8). The
routing protocol finds a new shortest path if the path (switchl-switch2—switch4—switch6—switch8) fails, as illustrated in
Figure (1). When the routing algorithm discovers that the link between (switchl-switch3—switch6—switch7—switch8) is
broken, it will update the shortest path and update the routers' path databases to reflect the new connection. Switches 1
through 8 are the ones through which the video traffic passes. Two factors must be taken into account to select the optimal
method:

1. Construct a network architecture that can decide which path is best. Using a network-wide state simplifies the
process of choosing the optimal strategy. Hop-by-hop selection can lead real-time interactive video applications to
choose the worst-case scenario, as shown in Figure (1). The network architecture must determine the optimal route
based on the QoS requirements of the video program.
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2. Develop a control system that lets interactive, real-time video apps ask the network for quality of service constantly.
A protocol must be in place for real-time interactive video apps to ask the network for Quality of Service (QoS).
The protocol must be straightforward and only require the states that must be tracked to guarantee that the best
course is chosen.

3. Network Construction

The network concept, which gathers data about each network device, is a crucial part of the network architecture design
and is necessary to address Issue 1. Referring back to the earlier example, the network-wide view design decision allowed
for the resolution of Issue 1 through the use of SDN in conjunction with the OpenFlow protocol. The SDN controller is
now shown in Figure (2) to more correctly represent our suggested network architecture in Figure (1). The OpenFlow
protocol is used for communication between the data plane and the SDN controller also referred to as the control plane.
This inquiry has made use of a ray controller. A video traffic control system with an eight-node topology runs inside the
SDN controller. The SDN manager can see the entire network from the sender to the recipient. The SDN manager chooses
the optimal route based on performance [9]. In addition, Figure (2) shows the architecture and the interactions between
the different parts of the design (simply, only switches 1 and 2 are displayed). The sender, receiver, controller, and switch
are the four most important parts. In terms of QoS, the sender and user depend on switches 1 and 2. The controller uses
OpenFlow to communicate with the sender and recipient while switching over secure channels. Both the sender and the
user ask the network for Quality of Service. However, switchl and switch2 are edge switches that use packet shapers to
separate the traffic coming from the sender and the traffic going to the recipient. Because of this, network traffic between
switches 1 and 2 may go via several intermediate switches. Nevertheless, only the edge switches change the way network
traffic flows. However, the only switches that alter the way network traffic flows are the edge switches.

Switch 1 Switch 2

Figure2. Proposed Network Architecture

Finding each network path that operates inside the topology and figuring out which path is the best, shortest, and cheapest
way to route the massive flow successfully is the goal of the routing algorithm. The switches will control each flow through
them once they are pushed. The algorithm also needs to calculate the amount of data that is sent and received on the switch
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ports to determine which path has the lowest total cost. Lastly, it needs to figure out how much each path will cost to
compute. Ultimately, the model employs three distinct routing strategies, which it refers to as a short test path with
bandwidth consumption, a quick test path with hop, and a hybrid for both. It is important to keep in mind that a request
can be made by the sender or the recipient. Among the tactics included in the suggested model protocol are the following
ones: The strategies are (a) controller, (b) switch, (c) receiver, and (t) transmitter.

4.  Architecture Implementation

The OpenFlow switch's controller in this project, it is easy to implement the Quality of Service (QoS) function via the
web page and notify the controller because the QoS module is already in place [10]. The proposed model can predefine a
few QoS queues and then send requests with the appropriate data type, e.g., "the source address is 10.0.0.1." The switch
would add QoS rules following user requirements when they matched. In the end, this application can continuously use
bandwidth while providing users with a reliable and consistent service.

Using a mininet, the hosts, edges, and nodes from the preceding section are brought together to form the network
topology [11]. The SDN controller will act as the interface controller during the network topology development process,
allowing packet routing in that network design. The network topology in this project is set up based on the following
requirements: two switches (c), eight hosts (b), and an SDN controller (a). Since managing problems and accelerating the
network are the two main goals of data networks, the SDN Open flow protocol makes use of a network structure. In this
topology, the switch architecture consists of two layers: edge switches, core, aggregation, and switches. Every switch is
linked together.

5. Topology Generation

The controller in software-defined networking is responsible for storing all network topology information. The
suggested technique is then used to determine which possible network topology has the shortest distance between points.
The ping all command, when used with Mininet, verifies that all hosts are connected and are active and reachable from
one another. To confirm that each host in the system has access to every other host, use this command. When the hosts are
active, all packets are received by them, and the proportion of packets dropped is zero. To successfully connect two hosts,
the ping all command may take up to an hour and a half, or even longer. In terms of data packet transmission, the bandwidth
of the links connecting the hosts and switches is 0.2 Mbit, 0.1 Mbit, and 0.05 Mbit, in that order. For every routing
algorithm, a fat topology is created using the subsequent steps: Open the Mininet terminal, enter the path of the algorithm,
and generate a fat tree model. After that, the Mininet adds 8 hosts and 8 switches, establishes links, and turns on the
controller.

6. Controller and Mininet Communication

To establish a connection between the controller and the network topology, the switches and controller communicate
via the default port 8080. Each switch in the topology is given a distinct port, allowing for the separate tracking of
transmitted packets. Within the scope of this project, there are eight hosts connected to twenty Openflow switches. Among
these twenty switches, the first four S1001 through S1004 are considered to be the core switches. The next eight switches,
from S2001 to 2008, are the aggregation switches. The network is connected to a total of eight hosts through the eight
edge switches that follow. To determine the shortest path feasible within the network topology, the controller script can
be run. As shown in Figure (3), all handler events and topology switches are loaded to send and receive packets between
the switches.

Evaluation

The OpenFlow controller and routers communicate with each other through OSPF, which is used in SDN to determine
the best path first. The packet data is stored by the controllers that use the Address Resolution Protocol. because the
controller can function in two ways: proactively and reactively. A controller receives data from switches in the proactive
setting while switches forward the required protocol for address resolution to the controller in the reactive mode to identify
the best path. In this section evaluates the video that was submitted for the HOST001 and HOST008 projects. The
"HOST001 to HOST008" and "HOSTO008 to HOST001" paths have the same number of hops5, which is the same.
However, there is a difference in the way that packets pass through the switches. To run a quick test path with the hop in
the Mininet terminal, it has done the following:

1. Enter the hop directory along with the brief test path.
2. Use a defamed WebRTC model to run a brief test path.
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Architecture Model

The video spread for HOST001 and HOSTO0O08 has been evaluated in this section. The bandwidth consumption of
each link between hosts HOST001 and HOSTO008 is known. The best path for packet transmission, however, is the one
with the shortest wait time. The algorithm and the recommended model are run by the Mininet terminal to run a quick test

path with the hop. The next step is to ping every network using the ICMP protocol. In Figure (3), the ICMP procedure is
demonstrated.
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Figure3. Development of running for all network.

The controller then uses ping to find the shortest path after doing a make-discovery for each network. Controller-make-
make-host1-client-generate-Tcp-traffic-delay is the algorithm that comes next. Lastly, controller-make-host1-client is the
algorithm that creates the UDPP traffic bandwidth consumption.

7. Measurement of TCP and UDP Throughput

Two hosts, HOST001 and HOST008, trade packets via TCP with one another. HOSTO001 transmits UDP messages
to HOSTOO8 at a rate of 10M while in client mode. It calculates the amount of bandwidth and time needed for the data
transfer. Additionally, the sent-message totals are computed. In server mode, HOST008 employs the same bandwidth
calculations while accepting UDP packets. Consequently, we can state that the median throughput is 133 Kbits/sec, or 281
Kbytes, between 0 and 16.5 seconds. Only 298 data packets of messages were lost after ten tries. Measurements have been
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made of the UDP packet transmission for the WebRTC algorithm. The WRTSDN Algorithm's UDP packet transmission
is displayed in Figure (4&5) which shows how WebRTC transmits UDP packets.

The amount of milliseconds that a browser must spend sending an inquiry to a server and then patiently waiting for
an answer is known as the round-trip time (RTT). It is an essential indicator of performance for web applications and a
key factor in determining page load time and network latency.

UDP Traffic for Delay-Based Shortest Path Routing Algorithm
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Figure5.WebRTC transmits UDP packets

8. Conclusion

As this work has shown, the primary goals of data networks are to boost network throughput and fault tolerance. In
this sense, network topology is used by the SDN OpenFlow protocol. This particular topology gives rise to a three-tiered
switch architecture with aggregation, edge, and core switches that are all connected to and conversing with one another.
Furthermore, OSPF which interacts with every router through the OpenFlow controller—is utilized in SDN to identify the
best path first. The packet data is stored by the controllers that use the Address Resolution Protocol. Switches determine
the optimal path in the reactive mode and forward the required Address Resolution Protocol to the controller; switches in
the proactive mode provide information to the controller. To choose the best route from a network-wide perspective, a
unique study employing Web Real-Time Communication and Software-Defined Networking (SDN) technology has been
finished.

References

1. R. Pyla, V. Pandalaneni, P. J. N. Raju, and G. P. G, “Design and Development of swarm AGV ’ s alliance for Search
and Rescue operations,” J. Robot. Control, vol. 4, no. 6, pp. 791-807, 2023, doi: 10.18196/jrc.v4i6.18392.

2. N. Edan and S. A. Mahmood, “Design and implement a new mechanism for audio , video and screen Design and
implement a new mechanism for audio , video and screen recording based on WebRTC technology,” Int. J. Electr.
Comput. Eng., vol. 10, no. March, pp. 2773-2778, 2020, doi: 10.11591/ijece.v10i3.pp2773-2778.

3. K. Aggarwal, “Cloud-to-Edge Internet of Things and 5G Network Security via Software-Defined Networking (2020),”
J. Crit. Rev., vol. 07, no. 09, pp. 3817-3825, 2023, doi: 10.48047/jcr.07.09.586.

4. B. Goswami, M. Kulkarni, and J. Paulose, “A Survey on P4 Challenges in Software Defined Networks: P4

41



Iragi Journal of Statistical Sciences, Vol. 21, No. 2, 2024, Pp (36-42)

Programming,” IEEE Access, vol. 11, no. May, pp. 54373-54387, 2023, doi: 10.1109/ACCESS.2023.3275756.

5. Salah S. Abed, “Optimization Flow Control In Software-Defined Networking Using Cuckoo Search Algorithm,” J.
Namibian Stud., vol. 3, pp. 2536-2553, 2023.

6. T. von Eicken, D. E. Culler, S. C. Goldstein, and K. E. Schauser, “Active messages: a mechanism for integrated
communication and computation,” ACM SIGARCH Comput. Archit. News, vol. 20, no. 2, pp. 256-266, 1992, doi:
10.1145/146628.140382.

7. R. Ramalingam et al., “Routing Protocol for MANET Based on QoS-Aware Service Composition with Dynamic
Secured Broker Selection,” Electron., vol. 11, no. 17, p. 160, 2022, doi: 10.3390/electronics11172637.

8. H. Eltaief, A. El Kamel, and H. Youssef, “MSA-SDMN: multicast source authentication scheme for multi-domain
software defined mobile networks,” J. Inf. Telecommun., pp. 1-24, 2023, doi: 10.1080/24751839.2023.2250123.

9. Y. Al-Dunainawi, B. R. Al-Kaseem, and H. S. Al-Raweshidy, “Optimized Artificial Intelligence Model for DDoS
Detection in SDN Environment,” IEEE Access, vol. 11, no. August, pp. 106733-106748, 2023, doi:
10.1109/ACCESS.2023.3319214.

10.D. Zeman, F. Rezac, M. Voznak, and J. Rozhon, “Session Initiation Protocol Proxy in a Role of a Quality of Service
Control Application in Software-Defined Networks,” Designs, vol. 6, no. 6, pp. 1-12, 2022, doi:
10.3390/designs6060123.

11.S. Qureshi, “Path Establishment in Software Defined Optical Networks,” Technology Sydney Faculty, 2023.

i) eNUa) pe (akiia 50455 Uil WEDRTC alaiiuls SDN gl aancs

L) ¢ Jeagall cdae)y 3l L) 2K, Adledd) A deslal)

ol Cpize ia ledll gl 8 gadl) il LAY (QOS) destll s acal LAl AuE (e 3yl Jundl AN Jlas o G duadAl)
Shsa o gl Cuaall (pad gl LYy sakaall AN Al Bla oSy cdgaglly Jal) Ak @AY ASAN Chlue Jai B Laa oo Hlaally
ul) Cangll asmsil) JoSgig 3 oaan (53 Jlall iy s Lol Ll elal Juadl (IS8) dlaliall cilessl i Al Linslada i Y S8 il
DLedY L aeadll sass aaat ae Aalelall gl Clealos (g waall skl VirtualBox Manager 5 Python ds ) aad aladial e 48511 034!
jeal Sl ae (WEDRTC) atall gl 8 sl Jolil ool oi€l adil padien aoa Joe A (s5inn o 1 dgag e J1Y) oyl
Al ) Ganlieg Al 2ot 520 ) 130 )Y iy alag 2ac ) & gl g elld ) ALYl L (SDN) @byl

@3l Gl (mpe Dlgial ¢ (Laltiead Lpatil) Au5) Slina s A peall AN (Shyug) Sapall cigl) L3 cVLal) A4 s Aalitl) clalsl)
LA dua i)

42



