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Design and implementation of the hybrid system for
encryption and hiding the text file in the Voice over Internet

Protocols.
ABSUTRACT

The immense development in the communication network has opened new
spheres that threaten the data security transferred via the communication networks.
As a consequence the techniques of encryption and information hiding and merging
them to increase the security of data sent.
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The paper presents suggestion and design for a system to send data secretly by
merging encryption technique and information hiding using steganography technique
and covert channels to hide the data. The secret data needed to be sent encoded by
using Data Encryption Standard (DES) algorithm or by Triple Data Encryption
Standard (TDES) algorithm. Then the encoded data were hidden in a form of colored
image of BMP type using Least Significant Bit technique (LSB). The covert channels
of Voice Over Internet Protocol used its type value based spatial channel and active

behavior to send the stego-image or text file using (Session Initial Protocol(SIP)
Session Description Protocol(SDP) Real-Time Transport Protocol (RTP) ,Real-Time

Transport Control Protocol(RTCP)). The results have been retrieved hidden

information properly for all the protocols.

The hiding in image was done by using one slide or three slides of image in
one bit or two bits or three bits where the transfer taken place from one pixel to
another either by using one key or two key or three key. It is concluded that the
hiding in one bit given less error value but with longer execution time that is the
value of MSE depends on the number of bits were changed and by using multiple

keys to increase the secrecy with the guarantee of not losing the data. Visual C # and
Matlab7.6 (R2008a)were used in the programming.
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2-LSB 1-LSB

Pixel

Mean Squared Error(MSE):

pixel
m-1 n-1
MSE = LZZStego_im(x, y)—cover im(X,¥)..ceeeeennnn.
mn 3= y=o
:Signal to Noise Ratio(SNR)
SNR
i 2
D cover_im(x,y)
SNR = Y

> (cover _im(x, y)—stego_im(x, Y))2 |

X,y

:Peak Signal to Noise Ratio(PSNR)

.dB PSNR
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640*480 BMP
(
2 O
SNR  MSE
(1)

73.5405 | 55.3722 | 0.0028776 0.64491 1.17677
70.275 | 54.9466 | 0.00610352 0.177365 | 0.836691
68.678 | 53.9747 | 0.00881619 0.286318 | 0.758126

73.6735 | 553696 | 0.0027908 0.650008 [ 1.17896

70.6154 | 54.9409 | 0.00564345 0.18227 | 0.843698

68.6286 | 53.9772 | 0.0089171 0.293821 | 0.764406

73.5816 55.374 | 0.0028504 0.293731 1.18654

70.5335 | 54.9488 | 0.0057087 0.186252 | 0.852421

68.7237 | 53.9539 | 0.00872396 0.29624 | 0.766174
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(2)
PSNR SNR MSE ; ;
72.6963 | 55.1079 | 0.0034949501 0.370452 1.50358
70.4652 | 54.9548 0.00584201 0.220595 | 0.889348
68.8709 | 53.9217 0.00843316 0.152449 | 0.754967
73.6098 | 55.3718 0.00283203 0.30029 2.63662
70.5879 | 54.9373 0.00567925 0.222423 | 0.890227
68,5991 53.824 0.00897786 0.15148 0.76194
73.6668 | 55.3746 0,00279514 0.300421 2.11802
70.4443 | 54.9328 0.00587023 0.225981 | 0.900601
68.5991 53.824 0.00897786 0.153938 | 0.766044
(2)
4) (3) MSE
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file
RTCP RR RTCP SR RTP SDP SIP:

voice over IP is one of most popular services in IP networks

Ethereal
-1
-2
-3
-4
-5
UDP source port -6
SDP SIP file -7
RTCP RTP
-8
:SIP 1-6
voice over IP i1s one of popular
Via branch services in IP networks
. From Tag Max-Forwards
:SIP CSeq
INVITE sip:john@192.190.132.31 SIP/2.0
Via: SIP/2.0/UDP 10.11.12.13;branch=z9%9hG4bK776asdhds
Max-Forwards: 70
To: ‘‘John’'’ <sip:john@192.190.132.31>
From: :’'’'Mark’’ <sip:mark@10.11.12.13>;tag=1928301774
Call-ID: a84b4c76e66710@10.11.12.13
CSeq: 314159 INVITE
Content-Type: application/sdp
Content-Length: 228
:SDP 2-6

voice over IP is one of popular services

in IP networks
CSeq
SDP Owner Ver
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=0

o=alice 2890844526 2890844526 IN IP4 client.atlanta.example.com
g=-

c=IN IP4 192.0.2.101

t=0 0

k=clear:9123123kjnhdasdoglle’iliZinied

m=audic 49172 RTE/AVP 0

asrtpmap: 0 PCHU/8000

RTP 3-6
voice over IP is one of popular
padding data services in IP networks
NTP TimeStamp .(8) RTP
Padding
.padding data
bit 0 8 16 24 32
L L L | Il Il Il L L L | Il Il Il
T 6(21 H%gﬁg M|payload type sequence number
timestamp
% synchronization source identifier (SSRC) (S)M\
nc_l contributing source identifiers (CSRC) Z‘:- RTP
% ____________________________________ Z‘;
"""""""" payload (audioNideo,) )
0x00 Z‘}
RTCP 4-6
‘RTCP SR -1
voice over IP is one of popular services in
Report Block IP networks
9) .NTP TimeStamp
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V=2 |P| RC | PT=SR=200 | length

SS8RC of sender

NTP timestamp, most significant word

NTP timestamp, least significant word

RTP timestammp

gender's packet count

sender's octet count

S8RC_1 (3SRC of first source)

fraction lost | curulative nunber of packets lost

ar

extended highest sequence number received

interarrival jitter

Report Block

last SR (LSR)

delay since last 3R [(DLIER)

S3RC_Z (S5RC of sSecond source)

profile-specific extensions

RTCP Sender Report 9)
:RTCP RR -2
voice over IP is one of popular services in IP
Report Block networks
Report
RTCP Receiver (10) . Block
help 5*5 BMP .Report
17 ( -10) ( -10)
.RTP

u] 1 Z |
0123456768901 2345678590123456783501

v=2|P| RC | PT=RR=201 | length L

S5RC of packet sender

S3RC_1 (83RC of first source)

(]1)) Ss &!‘ fraction lost | cumilative nuwber of packets lost

extended highest sequence nurber received

B S e e e e e e e e e e e e e e e e e e
inter-arrival jitter

RTCP

|
Report Block

last SR (L3R)

delay since last 3B (DL3ER)

S3RC_Z (S3RC of second source)

profile-specific extensions
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