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Abstract:

The issue of security on the Internet is at the top of the interest for most users, especially those who
want to buy online and therefore find a large majority of users, especially new ones refrain from buying
online and are afraid to go into such an experiment to complete the image and know more safety in the
use of credit cards for some websites.

In order to increase confidence in online business transactions, we have proposed a safe
environment for commercial sites by installing a private server and then submitting on certificate
authority for digital certificates and obtaining Secure Socket Layer SSL technology, certificate it, and
adding it to the server as well as hosting sites to secure its data and renew the certificate at expiration.
This allows the business website owner to host that website on the secure server so the customer
information and data will be protected.

Keywords: commercial sites, Secure Socket Layer SSL, certificate authority, digital certificates,
online business transactions
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Sudo apt—get update Sudo : JEIS 6% NgInX aalall cuats culghad

apt—get install nginx

@)&A\M\&ﬂu&)&jwweaw‘MQ}L}(:S)M\@‘U;:

Welcome to nginx! - Mozilla FirefFox

w/elcome to nginx!

L 10.0.2.15 c earch » =

§ Welcome to nginx!

If you see this page, the nginx web server is successfully installed and working.
Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

@ Firefox automatically sends some data to Mozilla so

. H E
that we can improve your experience. Chop=elibablShane
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sudo apt-get update Cuaaill o oghadll s3a
sudo apt-get install certbot daead) Glina sy uaty 2y 1l
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b Al cila) s DA e slad) ad IS 13 sl i abaed e

sudo nginx —t
sudo service nginx restart
certbot

Sl PR e SSLsalgs lllweb root £l 2o baal) mali ) Jlaniad Wi€ar YNy
certonly --webroot --webroot-path=/usr/share/nginx/ntml -d example .com -d www.PHP3.com

: (6)@\ g”ﬁ 9K :‘:\A§_) salgd ¢lacl & ({.'I (9 ,ealsl\ ‘_’Js aliaioa Lé)\;:\ ij (u.n\ EY) PHP3.com

Terminal Ty D 41 = 6:51 %
nero@nero-virtualBox: ~

about EFF and
our work to encrypt the web, protect its users and defend digit
al rights.

(¥)es/(N)o: yes

Obtaining a new certificate

An unexpected error occurred:

The request message was malformed :: Error creating new authz :
: Mame does not end in a public suffix

Please see the logfiles in fwvar/leog/letsencrypt for more detail
5.

IMPORTANT NOTES:
Your account credentials have been saved in your Certbot
configuration directory at fetc/letsencrypt. ¥You should make

secure backup of this folder now. This configuration directo
will
also contain certificates and private keys obtained by Certb

s0
making regular backups of this folder is ideal.
fnero@nero-vVirtualBox:—~S$ I

adlAll il ) Balgdl geia (6) Ui

S Al arlgadl) o Jguanl) w5 ashs e 138, IMPORTANT NOTES  cillaadld) ey e (gging zpdall oIS 1)
p A Sl DA e L) ealgll il gger B3 e (358

sudo Is -1 /etc/letsencrypt/live/your_domain_name
Nginx cugll asls JAe SSL/TLS Jgés 5-2

Al Al Cale adl AgV) aslily ) Gl \llaaindY anlall digs ) 2 lins, SSL salgd Dl & o) 2xs oY)
. Linux alay Lalall terminal 5280 i ‘:Atd\ DbV AU PR e o
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sudo nano /etc/nginx/sites-available/default
listen 80 default_server; Ofighadll Cada i Yy cald) 8 vie
listen [::]:80 default_server ipv6only=on;

. SSL clulSal dlial pe 443 dsall dilial & o, Lacal il 22al) alaniogy 3 80 2l Cads
listen 443 ssl;
server_name example.com www.example.com;

ssl_certificate/etc/letsencrypt/live/example.com/fullchain.pem;
ssl_certificate_key/etc/letsencrypt/live/example.com/privkey.pem;

C sl s salel gt Loae Gl A (e lgle lilias ) salgll) Jlexinds SSL Jlaniad (e aslall oSy Ling
sudo service Nginx restart
AV Balgld) paal Bale) (e (Sall) 6-2

il e Lagy Goaadt 83a) dsllia Loadyl) Balgld) (58 Caguy Aaad)ll Salgdll 4ia) ogid elhae) oy Alsjall oda
sty salgdd) Ladla olgiil o @il 40638 Juadd elg) () Zlad (g agr daldl) salgdd) 2aas e fpleatiou)
=y cale ity i llaly dleny agad CrON J eledial . Lol il Juadal Al ol daxs e (Cron). Lok
sudo crontab —e ¥ gk e . crontab
Al g (4 S padl) Caas

15 3 * * * Jusr/bin/certbot renew --quiet --renew-hook "/usr/shin/service nginx reléad':

Balgdll vaas ey I, iy gl Jlids o) Karg am IS 3:15 @M delud) 8 naail) Gand jelg) did e b))

cadde Jaailly crontah calal) mid 40 mags JIKE1 5o @llia . e gl Lo i

Terminal 1ty B = <) 206 It
nero@nero-VirtualBox: ~

nginx: configuration file jJfetc/nginx/nginx.conf test failed
nero@nero-virtualBox:~% sudo service nginx restart
* Restarting nginx nginx
nero@nero-VirtualBox:~% sudo nano fetc/nginx/sites-available/de
fault

ﬂ nero@nero-VirtualBox:~% sudo crontab -e

no crontab for root - using an empty one

Select an editor. To change later, run 'select-editor'.
1. /bin/fed
2. /fbin/nano <---- easiest
3. Susr/bin/vim.tiny

i Choose 1-3 [2]: 2

No modification made
nero@nero-vVirtualBox:~% sudo crontab -e
no crontab for root - using an empty one
crontab installing new crontab

"Sftmpfcrontab. ro45yofcrontab :23: bad minute
errors in crontab file, can't install.

Do you want to retry the same edit? (y/n) v
.

crontab: installing new crontab
nero@nero-VirtualBox:~%

crontab ¢leiu (7) Jeidl

crontab eks: <ise /bIN/NAN0 a5 agess a5 Al 2 )l ladl xie(7)JSEN b
Balgl an Aege Sl 2 @l (8) JKEIL e WSy calall Jow) Tasles sSall (aill 1S S0
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Terminal

nerco@nero-VirtualBo»x: ~
GHU nano 2.2.6 File: tmp/crontab.pv3trk/crontab

Edit this file to introduce tasks to be rum by cron.

E Each task to runm has to be defined through a single 1line
indicating with different fields when the task will be run

! ' and what command to run for the task

To define the time wou can provide concrete wvalues fTor

minute (m), hour (h), day of month (dom), month (mon),

and day of week {(dow) or use '"*' in these fields (for "any')S

Motice that tasks will be started based on the cron's system

i daemon's notion of time and timezones.

output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redireS
= For example, wou can run a backup of all yvour user accounts
at 5 a.m every week with:

e 5 * = 1 tar -zcf Sfvar/backups/home.tgz fhome/

#
#
#
#H
H
E
#
H
#
i
#
#H
H
#
E
#H
H

<leE Get Heljges WriteOugs Read Fijghy Prev Pagld Cut Texsls Cur Pos
W Exit el Justiftviell Where TN MNext Pald¥l UnCut Tl To Spell

crontab il (8)J<id)

Ladlally il —4

, Sl aad 4580 aay(PhP3.php) (s)lad alge dee 3k e GOl Aa e ik V) SSL salgd 5 4
Slo dan salgadly Ll o) lad) aolaios ddaalll o3a (rag, Ginddl addiall aolad) e adgall Gl dilaiulg
PAs e sl miaia Gub oo Gl A adse 3 L el Jlaal) 5L Gy ge @iy, maasall gail)
dcgana yedar A https://www. Ssllabs .com /ssltest /analyze .htmI?d=PHP3.PHP . Qualys' SSL «)nis
- (9) <AL e WSy L Ciliaivnal) gdgally Jaxicad] adall e Zadsl) pdlge el culpais

Home Projects  GQualys.com Contact

@ Qualys. ssL Labs

You are hers: Home > Frojects > S51 Saner Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. WWe don't use the domain names or the test results, and
we never will.

Hostname: php3.php Submit

[ 10 mce <o me recums cn e mcaros

Unabie to resoive domain nams

Recently Seen Recent Best Recent Worst
TP TOIYTElE el mELn L umonEs com T
RO teimey som sampsgEm com A Emonssan Ty oom F
2agkoaling com gankebwiner.ge A wewrn s g2 T
sshes | oom onsetaTwm ne 2 T roo o0 et T
DWDIoEIn mEns| oom Blisonsing combr A Sliemregemmmion soneries .. F
VonL0E oMo (=] VEIIEEECENDe OMKICIOMS 50 2 Blien EonoL.e0 1 T
DEOTEREI Qi Sos uE g (=] Klenganeneren paders. A remEsnon I T
ol calasyealenes telmex oom A- SIO2400T In-54- 37245 ey T
ME W s oo reSURRS IO OIS Jonn T B M seon res oom F
wrww. redoasn oo wrww uiodate com B mustods oom F

SSL ,lLadl (9) Jsal
o) 598) dsme lard a3 lly SSL o ddasijall cileadl) aBlga (e e sane DI @llia b iy (9) A dlaadla (e
Ayl axal) pilge S acmi leal) e oV e sanalls (oddd) olal andti Ay, salgal), acal) JsSsig |, o bad) Joas
ailsall acai ZEN degendls (Recent Best) Lila Juaiy) Zasdll adlge acai 40l de sanally(Recently Seen) tuas
Gl gsal) el an a3 (9) KA 3 5)sShal) Aardl) adlge (e Aadd xdse IS o) - (ReCENt WOrst) Lila 2eas gus)
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- Gl JSAD 8 5,5S3) opudly Aullally i) Lail) adlsa e pane cines Laie Jglaall . uoill ae st

SSL ciptia 8 Llla Judy) Fasth gige md (1) &) Js

Grade Cipher Key Protocol Certificate Name of Service
Strength  Exchange Support
A o0 S0 93 100 muthai.in.th
A+ o0 o0 93 100 saltyvagrant.com
A S0 S0 93 100 daniel-winter.de
A- S0 S0 23 100 cajasycajeros.telmex.com
B S0 Q0 87 100 resultatslaboratoires.aphp.f
r

Balgd) 868) Al il laadd) a3y aBgall IS 13 SlDU i daas o) pg At uall o dendl) plige Juany
(10)JSall mase LSy (%90 uiall 568, %90 & baddl Juas, % 93 sl JsS535, %100
Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

[
2
©

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

| HTTP Strict Transport Security (HSTS) with long duration deployed on this server. MORE INFO 5 |

| DNS Certification Authority Authorization (CAA) Policy found for this domain. MORE INFO » |

A+ palil) G Gladdl) i ag (10) Jad
M) B4y daesd s dadd S oy ) ALl 284l Lganiy 4;:‘“ Glaadl) Gt s 68 A+ paill (ailad )
(2) el Bage aailad 55 A+ il e Jalal) adgall il 403l & ELPLIN|

At Gill ey Aandll (1) ) Jsia

Properties Service
B5A 4096 bits (SHA256withBRSA) Certificate
R5A 4096 bits Key
SHA256withR5A Signature
algorithm
Let's Encrypt Authority X3 Issuer
http://cert.int-x3 letsencrypt.org/
Handshake, TL5 1.2 TLS 1.1, TLS 1.0 Protocols
TLS ECDHE BSA WITH AES 256 GCM SHAS384 Cipher
Suites
Firefox TLS ECDHE R5A WITH AES 128 GCM SHAZ256 Handshake
Simulation

sl ik s , abl) wisill o 4096 bits (I RSA il Jlaxiuls it sl o) (2) sl o il glaad) Alasde 2
Balgdl) e () 4 RSA xa SHA256 daujh Jasicd a8l il dua)lsa llXX,4096 bits J<I RSA Liay) et
<¥Ssnll Wl (http://cert.int-x3.letsencrypt.org/) 4uel) adses (Let's Encrypt Authority X3) digll sa 4uad)ll
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ChlaaY) e sp pma¥) sl JeSsill o) Aadle s Ua (Handshake, TLS 1.2, TLS 1.1,TLS 1.0) ilexied)
<TLS_ECDHE_RSA) lelasivs al ci¥sS5inll a ol (3350l dauaills Ll | gimall Zads) sisa o fan oDlag caaaYl
Elliptic Curve Diffie- jaise & ECDHE () S3L sl o+ daDle (5% ( AES_256_GCM_SHA384
Jiaal) Gl il (S ddaulsy acde sa9 gad@ll SSL (¥ sl dali)) JoSs150 wla¥) 2 (Hellman Exchange)
o ol @hl sl Gk ge ((deadlh Jeriall méaidl say ) Firefox  miaiall ae adgall dadlas (gyan X [7
Laxal) gige Jemny A il IS 13) o). (AES_128_GCM _ SH A256 e TLS_ECDHE_RSA ) 5)sSaall ci¥Ssil
90z el Jiasi,% 93 ae 2 JsS5i50,% 100 s2lgtl 568 ) Al il laaal adks aBgall o) 131 6l Ale s e
(1) IS e LS5 (%90 il 53

Summary

Certificate
Protocol Support
Key Exchange
Cipher Strength

n page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

A i) G claddd) cud giags (11) JSal
LN 585 dac s cawa dedd S an I dilal adgall Lgadty Al Gleadd) caws o 0585 A il jailad ()
Server yaida 4) SNI aex all cladeaiall o i Joad Ua Zasdl) alge o)) Baadl ) ang, eodl) (& dlexicudl)
e dealall gigall ol L[8] (IP glgie (e Ao SSL cilalgd ac i oag adAl) audd )La) e ! Name Indication
+(3) Jsaall & aailad Sladl m A el

ﬁ\)ﬂ.‘fﬁ:\ﬁ'l.d.aaih.ai_j Gaxal {"I'] ';E_J Jdya=

Properties Service
B5A 2048 bits (SHA2S56withBSA) Certificate
BSA 2048 bits Keyv
SHA2S6withRSA Signature
algorithm
Let's Encrypt Authority X3 Issuer
http://cert.int-x3 letsencrvpt. org’
Handshake TLS 1.2  TLS 1.1, TLS 1.0 Protocols
TLS _ECDHE RBRSA WITH _AES 256_GCM_ SHA3IS4 Cipher
Suites
Firefox TLS5 _ECDHE RSA WITH AES 256 CBC_SHA Handshake
Simulation

Jaxion 7 bdall , el p il dasla ae 2048 bits JSIRSA iyl Jlasinls 5aia salgdll o dlel Jsand) daadla 50

Let's ) il salgall jomdll ,RSA xa SHA256 ik Jasties (8 aidsill daa))lsa , 2048 bits J<I RSA L
) Aaxivall SNYsSeipll L( http://cert.int—x3.letsencrypt.org/) digll adse <3 as (Encrypt  Authority X3
5 @Y allaa¥l e g iVl Glll Jo<si5l o) daadle (Ko (Handshake, TLS 1.2 ,TLS 1.1,TLS 1.0
TLS_ ECDHE_ RSA a5 gisall lehaxivgy .l oS5l po bl 35kl dueailly , Jinall 2a0ill gige go fan ol
Jaxinadl miaiall sa5) Firefox miaiall ae adsall dadlas (gyads, 4adle 055 AES_256_GCM_SHA384 »s
. AES_256_CBC_SHA s TLS_ECDHE_RSA daxall & 5)sShal) c¥oSgipll 5 puaiil) @k saal Jlasials (Jaall
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L %100 83lgll 58) Al ol cilasall sy el SIS 13 e s Gas g A = skl e darall aBse Jomsy
((12) ISl mmse LS, (%90 il 555, %90 £ ladd) Jias , % 93 el Jssiy

Summary

Overall Rating

Cipher Strength

age for more information, configuration guides. and books. Known issues are documented here.

This server does not support Forward Secrecy with the reference browsers. Grade will be capped to B from March 2018. MORE INEO »

DNS Certi i Authority i i {CAA) Policy found for this domain. MORE INFO s

A — ) s @leddl) G grags (12) J<id)
LN 585 Rae st s Aaxd IS i ) Ailial adgd) lgady S landll Gus Gaus (585 A — sl pailead )
o dealall aigall o), Cilabeaiall jraad Gawills Lyl acny Y adlsall @l 8 aalal) o) L s, desdl) 6 Alasional)
(4) dsandl 4 ohnse auailad 55 A — i)
A -l Giae el (¢) A Jsi

Properties Service

RSA 2048 bits (SHA256withBSA) Certificate
RSA 2048 bits Key

SHAZ256withRSA Signature
algorithm

DigiCert SHA? Secure Server CA Issuer

http://cacerts digicert com/DigiCertSHA 2 SecureServerCA crt
Handshake, TLS 1.2 Protocols
TLS RSA WITH AES 256 GCM SHA3E4 WEAEK Cipher Suites

Firefox TLS_RSA_WITH_AES 128 CBC_SHA Handshake
Simulation

z el 8l adgll Al ae 2048 bits JURSA iyl Jlesinls )i salgdll o) oMol Jgand) daadle (g
Lgl 5algill jrad) ,RSA ae SHA256 dish Jeried (o3 asill 4e)sa ,2048 bits JI RSA  Linyl Jasins
http:// cacerts .digicert .com/ Digi Cert SHA2 ) dugll a3se <3 as ( DigiCert SHA2 Secure Server CA)
yad¥l sl JsSanll of ddasdla Sas (Handshake, TLS 1.2 ) b dlexieal)l <¥e<si50 ,(Secure Server CA.crt
s s lelariv A NSl 5 el gkl Al , ieall Zaddl) aige pa han 2Bles Ga¥l Shlaa¥) (e s
Firefox siuidl g aisall dailias giads, AaDle pég dimaa 58 AES_256_GCM_SHA384 ~.TLS_RSA
Loddl & 5l cNSginlly uedall @hh o sa) Goh e (0 dedlh detiedd)  méaidl say)
pdy adsall IS I3 DU o Lans As B ol lo desdll plige Juasy . AES_128_CBC_SHA .TLS RSA
case LS (%90 sl 58 %90 lad) Jas % 97 sedll JsSsixn %100 saleal) 558) Al Cailly cileasl
L(13)J<all
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Summary

Certificate
Protocol Support

Key Exchange

Cipher Strength

Visit our i page for more i i ation guides, and books. Known issues are documented here.

This server is vulnerable to the Return Of Bleichenbacher's Oracle Threat (ROBOT) vulnerability. Grade will be set to from February 2018.

This server's certificate chain is incomplete. Grade capped to B.

B _uafil) cus Gladdl) Gl gy (13) Jad)
Alaxivoall L) Bg8g dne b s dadd IS anii ) ddlial 28 gall lganly Al leadl) st s (3685 Bl (ailiad o)
aailad Slad) & B sl e dualall adgall o), dlaiSe jie adldll Load)ll cilalglll dadi of L JaaDl, deasll &

(5) dsaadh &
B _oiill Lpuailad y 2asdll (2) ad) Jgaa
Properties Service
RSA 2048 bits (SHA256withRSA) Certificate
R5A 2048 bits Key
SHAZS56withRSA Signature
algorithm
GlobalSign Domain Validation CA - SHA256 - G2 Issuer
http://secure.globalsign.com/cacert'gsdomainvalsha2 g2r1 crt
Handshake, TL.5 1.2 TLS 1.1 Protocols
TLS ECDHE BRSA WITH AES 128 GCMB _SHAZ56 Cipher Suites
Firefox TLS ECDHE RSA WITH AES 128 GCM SHA256 Handshake
ECDH Simulation

Jaxion 7 Gaall, oadyl) i gil) diiyla aa 2048 bits JSIRSA iyl Jlasial 50 s3lgll o) Sl Janl) daadla (g
GlobalSign ) digll salgill jumall ,RSA ae SHA256 diyh Jexics a8l adsill dua))lsa 2048 bits JSIRSA
http:// secure. Global ) augll adse S5 a« (Domain Validation CA - SHA256 - G2
ol Ladu ( Handshake, TLS 1.2, TLS 1.1 ) dlexicsal) cNsSgi5ll,(Sign.com/cacert/gsdomainvalsha2g2rl.crt
CsSsilly Juadall Bkl dwilly , nall dasil) aBse ga fan wBlag Caa¥) Chlaa¥) e sa uadW) sl JeSil
dnilas (gady, Ak o5 AES_128_ GCM_SHA256 o« TLS_ECDHE_RSA a5 aisdl lebariy il
acdl) 8 5Kl cSailly puadall @ik dauls (Jeall dasiud) miidl gag) Firefox micidl ae adsal
Elliptic Curve J ,=iss ECDH () . ( AES_ 128 _GCM _SHA256 _ ECDH a<TLS_ECDHE_RSA)
o Siide al Gualil Galig ale bt $Dlial G ylall mawd Jsgaall - biall L) JsS535 s Diffie- Hellman
L) VL) il Jasieny DAl lalide sy Jaxicg 5l 2 00eS Joricn Loy dljidall (oY) 130 2Y) e 5Ll

9]allal sy inie RS Jaxicw 3 Diffie-Hellman JsSsin I nbe s (ileie zlite puiis Jlaainly
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SSL g causn Llla Aghpal) Lasi gllga ey (7)) Js

Grade Cipher Key Protocol Certificate Name of Service
Strength Exchange | Support
A 90 S0 93 100 envoyweb.mohnmedia.net
A 50 20 93 100 itoc.telmex.com
A 90 90 93 100 mail.wallaceko.com
Assessment failed: Unable to connect to the server VPL.0a.0MAicomm.ru
Assessment failed: Unable to connect to the server psomakelis.grid. ece.ntua.gr

Al Tl e 506 e ailsa dngis A o Aeadll s le) ) Ll Ayl Lasil) qilse (6) iy Jsaall munsy
Canailly lartll sy adgal) G131 elDU o s hy F ol e Lot adise ey« A3hIA o Jass 3 Llls
oyas Al (14) IS0 (g (%0 sl 558, %90 #liad)l Jiag, % 50 acall JsSsiy, %100 salgall 558) adul)

Summary

Overall Rating

Protocol Support

Key Exchange

corce.

Cipher Strength

40 60 80 100

age for more information, configuration guides, and books. Known issues are documented here.

This server supperts insecure cipher suites (see below for details). Grade set to F.
This server uses SSL 3, which is obsolete and insecure. Grade capped to B. MORE INFO s

The server supports only older protocols, but not the current best TLS 1.2. Grade capped to C. MORE INFO »

Faafil) cus Gladdd) s gy (14) Jsil)

Aexinsall L) 3985 daegh Cuen 2SS oats ) A8l adgall lgedty () leddd) oo a8 F ol (ailiad )
Foaall e dealall 28all Locally cdand CNsSop Janadiy Al jue padd 3ihh ae Xy adledl) o) Ua 1aaBl, deadl) &
(7) Jssall b ohase dnailiad ()5S

F sl Yailiad; 2asdll (V) o) Joa

Properties Service
RSA 2048 bits (SHA256withRSA) Certificate
RSA 2048 bits Key
SHA256withRSA Signature
algorithm
COMODO RSA Organization Validation Secure Server CA Issuer
http://crt.comodoca. com/COMODORSAOrganizat onValidation SecureServe
rCA crt
Handshake TLS 1.0 , 851 3 INSECURE Protocols
TLS BRS5A WITH RC4 128 MD35 INSECUERE Cipher
Suites
Firefox TLS RSA_WITH 3DES EDE CBC_SHA Handshake
Simulation
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gl , 8l adgll Ak ae 2048 bits JSIRSA ik Jlesiul 5dde salgdll o) oDl Jgaal) e (e
Lgl) Balgill jradll \RSA xe SHA256 ik Jesies byl adsll dua))lss ,2048 bits JU RSA ey
gl ade  S3 ae (COMODO RSA  Organization Validation Secure Server CA))
cNSeyll L http://crt.comodoca.com/COMODORSAOQOrganizationValidationSecureServerCA.crt
e Jan aDley Ga) ChlaaY) e g8 uad¥) ol JsSsinl of Bt (Handshake, TLS 1.2,SSL 3 ) Alexicudl)
2y sl larig AN cNSainlly juedall Gihkl Ludlly |, el e Ua Jesieall SSL 3 Loy Sl deasll 285e
Jaxiadl) miwaidll ga9) Firefox miaiall aa adgall dailas g3y 4l 2 58 RC4_128_MDS5 #<TLS_RSA
@3se Juasy . 3DES_EDE_CBC_SHA xTLS RSA dexill i 5,5l c¥sSiplly juaiil) il ddaclsy ( Jaall
acall JsSgip, %0 salgill 558) AN Caally Claaal) adky adsall OIS 13) ol oo A el ag T sl e deaal
(15) JSall Gase WS (%90 il 558, %90 #aall Juas, % 93

Summary

Overall Rating

Certificate

Protocol Support
Key Exchange

Cipher Strength

Visit our ion page for more i i ation guides, and books. Known issues are documented here.

This server's certificate is not trusted, see below for details.

T jaafil) Gus Giladdd) Guwd e gy (15) Jad

L) 889 dac gt o dad (S anii A ALzl Cj}d\ gy L_;\l\ Glaadll it s G5<8 T ool ailad ()
(8) Jsaall ae T yaall e Jualal) CA}J\ O A8 g ga Caul eﬁbiﬂ dadyll clalgd) o) Ly Jaadls, daadld) uﬁ Alaxiwall

T il Lpailiad daadl) (A) ad) Jsea

Properties Service
RSA 2048 bits (SHA256withRSA) , NOT TRUSTED Certificate
RSA 2048 bits Key
SHA256withRSA Signature
algorithm
COMODO RSA Domain Validation Secure Server CA Issuer
http://crt.comodoca . comCOMODORSADomain ValidationSecureServerCA .
crt
Handshake, TLS 1.2 TLS 1.1 TLS1.0 Protocols
TLS _ECDHE BSA WITH AES 256 CBC SHA3S4 Cipher
Suites
Firefox _ECDHE_RSA_WITH_AES_256 CBC_SHA ECDH | Handshake
Simulation
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e S ) gl diyl ae 2048 bits JSIRSA dijh Jlasial side salgdll ¢ sdle) Jgaal) asda e
A RSA we SHA256 dinyhs Jaxiass abl) gisill 4ajylsa o 5 ,2048 bits I RSA Uaxias; #likally , disise
gl adse <3 2 COMODO RSA Domain Validation Secure Server CA gl salgill jaadll

Aaxiwall a¥Ssinll | (http://crt.comodoca.com/COMODORSADomainValidationSecureServerCA.crt

Ay Gl GhlaaY) (e g8 pad¥l sl JSaipll o) daadle (Kao (Handshake, TLS 1.2, TLS 1.1, TLS 1.0)
& TLS_ECDHE _RSA_ lelwive ll  c¥sSsinll pa padil) 3ihhal dsill , giaall 300s pdge aa fan
(Jorlls Jarinall miaiall gag) Firefox miaiall pe adsall daidlas (g3, 4k (58 AES_256_CBC_ SHA384
.AES_256_CBC_SHA ECDH s ECDHE_RSA_ <NsSsiyully sedall 3ihh dlauls
s Ly s sV Ol oyl 8 A ) 5LaY) cass g Aigise e Aaad)l o) (585 S Gl Bae clllia
s A Jala)

leie @aaill oy o) 40ad) salgs 1

linia e @il oy ol aoladl diygs 2

Uggan (sS duadll cilalgall dxslall gl =3
L (e 2SUI Cand 23NN Akl el 25 1 Ll & lan) dadles il e i) 330 5k g Y S g5l ) gha cany Sl
gl e Jsaall o jladll a8 sall Cialia (e allall 20385 8 2l )l colalg il dailall (58 530

SSL st s Llla poud) Aasih adlps ity (1) ady Jsta

Grade Cipher Key Protocol Certificate Name of Service
Strength Exchange Support
F 0 S0 50 100 sfoopssec.flysfo.com
T 50 S0 93 0 blich.iscool.co.il
T S0 S0 93 0 rentzshop.in
F 0 S0 50 100 mail.tech-res.com
T S0 70 93 0 www.atevis.de

Bl ) @I T 5 F o Leadl) cais le) o) Llls 9! dardl) plgn gy (531 (9) ) Jsaall ddaadle (e
cA) ey digige e Lgad danal)
gl -4
Glogleall Llany dragaddly GaVh ddlaiall @lbaasll o 4 pSIY) gHlaill dalg Al JSLEL) a8l (e O
deUaiulig lga (sly iy (5l A dia) A ylay ehyall AlSa) 1 (5355 Auylanll a8)gall dial A (313 Llal o8 cllal,
Glileall s ) @l 3k 51 85 G KV 55lanlli, Ags sl o 4ud e SV LA (gl o) padd 6l
sl O
Poh bozlmal 23 Gaall 13 DA o
iige s (e aidlgds SSL A ALl Gob e daeally (L AE Sy olatl) adgall (el 4514 @
& Al Jawe Al Gb e Lhee (e 3SBllG, o) IS8 HTTP (g5iae daasd cugll alddl e
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