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security and make it more secure against cyberattacks and eavesdropping. The primary
goal of this study is to investigate the capabilities of secured data, which are frequently
employed by researchers. Additionally, each secured data domain's advantages and
disadvantages are investigated. In order to strengthen the security mechanisms, this
research concludes that visual cryptography approaches could be combined with
steganography and cloud computing in the secured data realm.

DOI: 10.33899/edusj.2023.140697.1370, ©Authors, 2023, College of Education for Pure Science, University of Mosul.
This is an open access article under the CC BY 4.0 license (http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Since most hackers monitor and attack the network to obtain data, the Internet is no longer safe for confidential data
transfer [1]. Cloud data can be exposed to danger when it is transmitted over the internet. The system is affected by
viruses and malware in various ways, so this intrusion may cause the system to lose data again, so security has become
the most important thing for people since hacking developed [2].

Users can update the data stored in the cloud frequently. Users can delete, insert, modify, and so forth through this
interface. Nowadays, cloud computing is very popular for storing software and databases [3]. Since the software is
available in the cloud, users are also able to access it and use it as a data storage facility without installing any software
on their systems [4].

Amazon Elastic Compute Cloud (Amazon EC2) is a cloud computing service that supports virtual information
technology (virtual IT) and lets users rent virtual computer resources [5]. In the Amazon Web Services (AWS) Cloud,
Amazon EC2 provides scalable computing capacity. Google App Engine, another cloud computing service, hosts
applications. Other examples of Software as a Service are Google Apps and Microsoft Office Online, Apple iCloud is
used for network storage, and Digital Ocean is used for servers, which serve both as infrastructure and platform as a
service[6].
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There are three types of cloud computing services: A-Software as a Service (SaaS), B-Platform as a Service (PaaS),
and C-Infrastructure as a Service (laaS) [7].
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Figure 1. Structure of cloud computing

Software as a service SaaS is a layer of cloud-based software that runs as a service. Applications can also be accessed
via the Internet, allowing users to work on them. In addition to SaaS, service providers can prepare applications that can
be rented from the Internet through SaaS processes. The majority of companies use and provide these services. As for
common use cases: SaaS is a comfortable service model for highly interoperable applications (used by multiple users
internally and externally) and for short-term projects. SaaS models are preferred by small and medium-sized businesses
that do not wish to invest heavily in IT maintenance. such as Google G-Suite, Dropbox, Cisco Webex, Concur, Microsoft
0365, Genesys, and PayPal [8].

Most developers can build various applications with this PaaS layer, without worrying about infrastructure [9]. It also
includes a range of computers and storage functions within a virtual platform delivered over the Internet and services
from providers. As for, Common Use Cases: PaaS is extremely scalable and available, enabling businesses to establish
new services and solutions without the need for in-house software maintenance specialists with specialized skills. IT
prefers PaaS in scenarios with cloud environments such as Salesforce, AWS Elastic Beanstalk, Heroku, Google App
Engine (GAE), and OpenShift[10].

As the top service layer in the cloud computing architecture, 1aaS provides storage, applications, operating systems,
information, data, and some network requirements for connecting cloud services [11]. A storage resource and hardware
are required for laaS. As for, Common Use Cases: Because laaS is the cloud computing service model with the most
flexibility, it is particularly useful for startups and businesses seeking agile scaling. Businesses that want more control
over their resources also favor it. Such as Rackspace, Digital Ocean, Google Compute Engine, and some deployments of
Microsoft Azure and Amazon Web Services (AWS) [12].

There are four types of cloud computing deployment approaches: public, private, community, and hybrid. There is
more physical security in the private cloud [13]. Due to its specific internal exposure, the public cloud is more secure.
The organization is even the only way to access its applications [14].

In a hybrid cloud, two or more of the above are integrated. In addition to providing additional resources, this layer
provides high security [15]. Community clouds are used by other organizations that share their cloud infrastructure with
customers with similar interests, such as policy requirements and security concerns [16].

The human visual system (HVS) performs the decryption of visual cryptography, introduced by Naor and Shamir in
1995. Using a visual cryptographic computation, any text or image can be fed as input and encrypted to generate an 'n'
number, which is then converted into an output image (called a share). There is a lot of noise in the share. For
decryption, minimum shares must be received [16].

Johannes Trithemius used the term Steganography for the first time in 1499 in his Steganographic, a treatise on
cryptography and Steganography. Steganography had been accelerated by the World Wars due to the introduction of a
new carrier[17].

However, when data is transferred through the cloud, security is one of the most important factors. In most cases,
data is stolen during the mail transmission process, and this is due to inadequate data security. The latest technologies for
protecting important data include visual cryptography and steganography. Even though they are different technologies,
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steganography, and visual cryptography are often confused. The important aspect is the security of the data when it is
transferred through the cloud. A lack of data security usually results in data being stolen during the mail transmission
process. The latest technologies for protecting data include visual cryptography and steganography. It is common for
people to confuse steganography with visual cryptography, even though they are two very different technologies[18].
Using steganography and visual cryptography techniques, we examine how cloud-stored data can be made more secure
against cyber-attacks.
1.1. Motivation of the Study
1-The significance of securing data is the motivation behind this study.
2-The main motive behind the use of cloud computing is to share, hide, and encrypt confidential data so that it is
difficult for a hacker to discover the existence of confidential data within the object that has been shared in the cloud.
1.2. Contributions of the Study
The proposed research contributes to reviewing the modern technologies used in the field of visual cryptography and
steganography and their participation in the cloud, knowing the algorithms used in this field, knowing the problems of
the technologies, how they were solved, and their advantages and disadvantages.
2. Cloud Data
2.1. The Cloud Data Concept
Cloud computing results from the combination of traditional computer technology and network technology, such as
grid computing, distributed computing, parallel computing, utility computing, and virtualization. One of the
fundamental concepts of cloud computing is reducing the processing load on the user's terminals by perpetually
enhancing the cloud's handling capacity. In the future, user terminals will be reduced to basic input and output
devices. Users can utilize the powerful computing and processing capabilities of clouds, and they can order cloud
services based on their specific requirements [19].
2.2. Cloud Data Architecture
Cloud storage is a system that provides data storage and business access, among other functions. Utilizing
application software based on the functions of cluster applications, grid techniques, distributed file systems, etc., it
assembles a large number of distinct categories of storage devices. Cloud storage can be understood merely as the
storage component of cloud computing, or as a cloud computing system with a large storage capacity. The main
components of a cloud storage system's architecture are the storage layer, the fundamental management layer, the
application interface layer, and the access layer [19].
2.3. Cloud Data Security Issue
To effectively benefit from this new computer paradigm, increased security dangers must be overcome. The
following is a list of security issues for discussion[20] :
1) Control over physical security is lost when using the cloud model since other businesses are allowed to share
computing resources. no control or knowledge of the resource's location.
2) The Company has broken the law (there is a chance that a foreign government would seize data).
3) If a customer wishes to switch from one cloud provider to another, their storage services may not be compatible
(for example, Google Cloud and Microsoft Cloud are incompatible).
4) Who manages the encryption and decryption keys? It makes sense that the client would be responsible.
5) Ensuring the integrity of the data (transmission, storage, and retrieval) essentially means that it only modifies in
response to permitted transactions. There isn't yet a widely accepted standard to guarantee data integrity.

6) Security managers and regulators must get data logs in cases involving the Payment Card Industry Data Security
Standard (PCI DSS).
7) Users must update applications to stay safe.

8) Some government rules limit what data can be held and for how long, and some bank regulators demand that
client financial data stay in their home country.

9) Virtual machines' fluidity makes security consistency and record auditability challenging.

10) Cloud service companies may lose their reputation if their customers sue for privacy violations. When personal
information is requested without explanation, concerns arise.
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3. Relevant Reviews

3.1. The Previous Studies on Cloud Data Storage Confidentiality Using Steganography
Cloud data security has been the subject of many research works in the literature. A review of the most recent
steganographic and visual cryptography techniques used to secure information in the cloud is presented in this study. In
El-Latif et al.[21] described an algorithm that embeds sensitive data in the host media without pre-encrypting the data.
The approach is primarily based on the embedding and security procedures that are associated with quantum walks. This
technique makes use of either grayscale or colored images as a covert object to hide within the carrier image. This object
could be any kind of data, such as an audio file or a text document. Additionally, the features of QWSs were utilized in
order to give three different kinds of image steganography that are utilized in the cloud. Quantum Walks were utilized so
that the process of hiding confidential data within the host media could be controlled. The safety of the mechanism that
has been described is contingent not only on the quantum behavior of quantum walks but also on the keystream that is
produced by the execution of quantum walks. During the extraction process, we are going to require both the stego
image and the initial key parameters. These are the settings that determine how the operating QWSs on a circuit are
controlled.
In their study, Singh et al. [22], hid information by employing a method known as the least significant bit, which resulted
in the mobile cloud computing application being robust, dynamic, and less susceptible to image misrepresentation. In
addition, they used 24-bit images, which offer the possibility of 16,000k distinct combinations and can readily hide data
in a way that makes it difficult to distinguish between the changed image and the original image or the actual image. This
made it difficult to determine which of the three was the genuine image. Encryption-based methods are utilized because
they give a higher level of security; however, this increases the burden on the processor, which results in a decrease in
performance. In order to find a solution to this problem, we turned to the idea of a key. Using an algorithm that
calculates the bytes of the site where the key exists, the key is now encased in an image along with the real data or
information. This process takes place after the bytes of the location where the key resides have been calculated. After
installing this software, the user will only need to remember the key in order to engage in successful and secure
communication.

3.2. The Previous Studies on Cloud Data Storage Confidentiality Using Visual Cryptography

Mamta et al. [23], developed an algorithm based on the concept of generating secret information shares using visual
cryptography. To determine our criticality, we assign a high critical index to our data and divide it by the maximum
number of shares, and assign a low critical index to our data if it is less critical. A genetic algorithm is used to encrypt
and secure the shares generated in the second step. Finally, the encrypted file should be stored in the cloud and shared
with an authorized user. On the server side, using a genetic algorithm, the user can download the encrypted shares from
the cloud, decrypt them, and then combine the decrypted shares to form confidential data.

In Mandal and Mahmood [24], approach that utilizes both the (AES) and the Full Homomorphic Encryption (FHE)
method is primarily emphasized. The authors of this study decided not to use a single type of cryptosystem to protect
cloud storage, but rather a combination of different types of cryptographic protocols. They believe that if (AES) can
encrypt data using a 256-bit square in only 14 cycles, then the technology might also be used for cloud computing. A
fully homomorphic encryption method is used in the process of encrypting the data during the second phase. The
multiplication of holomorphs results in two outcomes: the production of additional substance and multiple holomorphs.
The user will only have access to the computations necessary for the chemicals that they have actually added. The user is
currently making use of both the previously agreed upon secret as well as the ciphertext gained from the initial
scrambling. The homomorphic material encryption method will now be utilized to mix the cipher text with the secret
key. When the user employs this method, they are able to preserve the consistency, confidentiality, and secrecy of their
data from any intruders.

3.3. The Previous Studies on Cloud Data Storage Confidentiality Using Visual Cryptography and
Steganography
Ali and Smaiel [25], introduced a method in addition to using visual cryptography and steganography. In this method,
columns and rows are replaced according to the key value, then the image is split into a group of blocks by exchanging
the columns and rows for each block. In order to split the resulting image into two parts vertically, divide it into four
sections and substitute between them. Shares are formed with the first part, followed by the second. During the process
of forming shares, the rows of the first part are divided, then the rows of the second part, so the rows are distributed row
by row. The key length must also be equal to the number of shares produced. After the share is created, the key is used to

63



EDUSJ, Vol, 32, No: 4, 2023 (60-70)

hide pixels in the two least significant bits for each share. For retrieving the hidden image from the sender, we need to
know the key the sender is using to obtain the least significant bit values for the pixels in the received image and
composition shares based on that key. Four sections of the image are produced, and the locations of the sections are
reversed. The images are split into blocks and the columns and rows of each block are transposition separately. After
obtaining the original image, the columns and rows are changed according to the key.

The data is encrypted with either the XOR or One Time Pad (OTP) algorithm as indicated by Rangaswamaiah et al.
[26]. The OTP algorithm generates a random key, while the XOR algorithm uses a key input from the user. XOR can
have a length that is either the same or different from the key. However, the length of the key must be the same in OTP.
Cover images must be preprocessed before cipher text can be hidden. The resulting matrix consists of four sub-bands LL,
LH, HL, and HH based on the LWT of the cover image. We use the LH subband to hide the data. The algorithm
scrambles the pixel locations by using the scrambling algorithm. It is then followed by visual cryptography. Based on a
threshold value, the Stego image is divided into two shares, and it is transferred to the receiving end. At the receiver end
the same threshold level should be added and the reverse scrambling is done. The secret message is then decrypted. If the
threshold value used is unknown, it is impossible to detect the secret message.

Using AES-256 and RSA together, Abbas et al. [27], established a hybrid encryption algorithm that is effective in a
cloud-based environment. Based on the location of the confidential data in the data array, we divide it into odd and even
groups. AES encrypts odd data with a key size of 256 using the AES algorithm. A random number generator (RNG)
generates it. Using randomness tests from the National Institute of Standards and Technology (NIST), this generates
random numbers. The AES key is distributed securely by encrypting the even data with the RSA algorithm. Following
that, A secure method of sending the key to the second party is then used. A cover image is then created by writing each
bit of data to the last bit of a byte of the data that forms the Steganography algorithm. Three bits of information were
included in each pixel of the RGB cover image when 24-bit images were used.

Rosalina and Hadisukmana [28], introduced a technique that encrypts a message by using the MD5 algorithm. This
technique encrypts an image by using RGB shuffle, then includes the encrypting information in a video, audio, or image
by using the Least Significant Bit (LSB) technology. During the encryption phase, the researchers used the MD5
algorithm, which divides 512-bit messages into 32-bit subblocks composed of 16 pieces each. By using this method, four
32-hit blocks of data are hashed together to produce a hash value. The image is encoded using RGB shuffling. Each pixel
of the image is altered depending on the input password of the user, by using the principle of RGB shuffling. Adding
RGB elements with ASCII passwords and their inversions and shuffling them is the most basic way to shuffle RGB.
Least Significant Bit (LSB) is the method used in steganography. The bit in the rightmost position should be changed at
the beginning. By replacing bits in the confidential data with bits in the non-significant data, bits in the carrier are not as
influential. The encoded data is first converted into its binary form, with one LSB for each RGB element in the image.

In addition, Shanthakumari and Malliga[29], proposed a method based on steganography and cryptography for the
transmission of confidential data in a cloud environment. First, cryptography describes the execution of IDEA to encrypt
the secret information as a text or file to achieve a high level of security. Second, the LSBG algorithm and gray code
procedure are used to embed the encrypted data in image pixels to secure the secret information within the cover
medium, thereby adding a single additional layer of security. Ultimately, the primary objective of dual-layer protection is
attained by combining techniques in the field of data transmission. IDEA and LSBG provide two-tiered protection for a
secure data transmission process over an optimal communication channel, which is divided into two phases. The first
phase encrypts and embeds the payload in the cover medium, while the second phase defines the extraction and
decryption of secret data.

Further, Mondal et al. [30], developed a technology that inserts text into the cover image. When the values of R, G,
and B are less than 40, insert the message on the cover image to make it equal to 40. To represent each group of two bits
with an equivalent decimal number, convert the message to binary and create two-bit groups. Each pixel should be
multiplied by the decimal equivalent of its R, G, and B values. A BIT WISE SHARING algorithm was used for visual
cryptography. Shares of the image are divided into seven. Every pixel position in each share has some bit values that are
missing. One share does not provide us with all the information we need in this case. The shares should be stacked
correctly until four are stacked correctly. In order to reconstruct the image, a BITWISE OR operation must be
performed. The secret message is retrieved from the cover image by searching for all pixels where two of the values of
R, G, and B are equal to 40 and another value is equal to any of the set {40,41,42,43}. From these pixels, determine the
comparable binary pattern and then express the additional value. The process should be repeated until all the binary
patterns are obtained.
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Furthermore, Islam et al. [31], developed a technique that uses text as well as an image as a secret message and cover
object. In order to hide the secret text, first convert it into a QR code image. The cryptographic key in visual
cryptography is generated using a random image called sharel. 24-bit color images are used in visual cryptography. Red,
green, and blue layers are created by dividing Sharel into a binary matrix and dividing the secret image into layers. A
XOR operation is then performed on each of the corresponding layers between the secret image and the sharel image,
creating a new image called share2 of the same size as the sharel image and the secret image. When sharel and share2
are combined, the secret image will be revealed. Share2 does not reveal any confidential information. The cover image
and the share2 image are divided into green, red, and blue layers using the steganography technique. By replacing each
LSB bit of a pixel of the cover image with each bit of the share2 image in sequence, each layer of the share2 image is
concealed in the corresponding layer of the cover image. For each pixel in the share2 image that needs to be hidden, we
need to subtract 8 pixels from the cover image. This method provided good security for the secret image.

Additionally, Hossain [32], developed an algorithm called the ElGamal ECC technique, which is used to
implement encryption in the initial phase of the algorithm. Users receive their unique private keys in order to meet the
requirement for secure cloud data sharing. The sender and the recipient are the initial stakeholders in the process, and the
sender wishes to communicate files to the recipient in a secure manner. Using the curve method, a user (who may be the
sender or the recipient) generates an EIGamal key pair consisting of a private and public key and then distributes these
keys to one another. These keys are then used to encrypt the original message, which is later decrypted. Afterward, the
ciphertext is encoded (encrypted) using the EIGamal public key. Using the Masking Filter steganography technique, the
encrypted ciphertext is then concealed by an image. Steganographic images are the preferred technique for
authentication. After receiving the stego cipher image, the receiver extracts the ciphertext from the stego cipher image.
This model concludes with the recipient decrypting the ciphertext with the private key and receiving the original
plaintext. The process should be repeated until all the binary patterns are obtained. Table 1 summarizes all previous
literature reviews.

Table 1. Using Visual Cryptography and Steganography in Cloud

Refs. Problem Solution Advantage Disadvantage Used Algorithms
Because it
use ! S . . Due to the
structure relies The basic concept is to o
. . algorithm's one-
on mathematical embed the sensitive
. . Embedded by-one
computations, object into the host . .
[21] . . objects can be | processing, there | Quantum walk (QW)
modern data medium without pre- . .
. . any data. is a very high
security encrypting the secret
. level of temporal
techniques could data. complexit
be breached. prexity.
. Th m h
Employed the idea of a Enhances the e syste . as
Increase the load . . no mechanism
key to solve this issue. effectiveness of .
on the processor . for recovering
Now, the key is cloud . .
to slow down . . . the key, hence in | The least significant
[22] contained as an image computing and . . . .
the processor . . this scenario, a bit of technique
. together with the increases trust .
and this affects . . . . user might cause
information or data in mobile
performance. itself computin the data to be
' puting. lost, limited data.
The security
features of the
genetic
The problem of Implement genetic algorithm are
. . . . Cannot access
storing and most algorithm and visual highly enhanced . . .
. . S secret image Genetic Algorithm
[23] important and cryptography for storing with visual . . )
- information from | Visual Cryptography
sensitive data on | such type of data on the cryptography,
: . parts less than k.
cloud storage. cloud. which also gives
overall
minimum
overhead.
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Refs. Problem Solution Advantage Disadvantage Used Algorithms
By using the extended Hide a b|gge.r
. sum of data with
(VC) for uploading and i
downloading secret minimal effort,
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[24] Security (UEVCE_SAPDFCS) recover the a hug_e SPDFUEVC
breaches. technique can . calculation. .
. entire set of data algorithm
effectively replace the with
use of conventional . .
. . information
encryption calculation.
secrecy.
Not suitable for
Privacy all image LSB
problems during Hiding features of the Produce stego formats, only Visual Cryptography
the transfer of secret image before . . BMP color
[25] . . e image with
confidential splitting it into shares ood qualit format.
data, as well as and hiding it in the g a Y
the problem of second image.
data theft.
It facilitates
. . various
Using an image .
Image scrambling technique in experiments Distortion occurs
processing and . g . q and also . XOR and One Time
. - which the location of the . in the Stego .
confidentiality . . increases . . Pad (OTP) Algorithm
[26] pixels is shuffled to . image that is
Issues, and . . security by LSB
. provide additional . produced. .
image shares . adding Visual cryptography
protection for the Stego
theft. . technology that
image.
has more
randomness.
. . The data is compressed This system_ An increase in
Privacy issues . secures data in AES256
. using the LZW the amount of
while . . the cloud . RSA
[27] . algorithm before being . data size that
transferring data . . . environment . . LSB
. hidden in the image and . can be hidden in
or images. and makes it .
encrypted. the cover image.
more secure.
Facing the issue Additional RGB The resulting The -use of lfeys RGB shufflmg
. . . . . in this algorithm Message Digest 5
of data privacy | shuffling using the least image is very . o
[28] . L . increases its size (MD5)
and security for significant bit method close to the . L .
cloud customers contributes original qualit and execution Least Significant Bit
' ' ginal quatity. time. (LSB)
Implementation of a
new st h
WS egan_o_gr_ap y Offers enhanced .
technique utilizing the . . International Data
. embedding Privacy and .
International Data . ST Encryption Standard
The breaches of Encrvotion Standard capacity, confidentiality Algorithm (IDEA)
[29] security in the yp sufficient issues arise due d

cloud service.

Algorithm (IDEA) and
the Least Significant Bit
Grouping (LSBG)
algorithm.

security, and
minimal image
distortion.

to the use of
simple data.

Least Significant Bit
Grouping (LSBG)
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Refs. Problem Solution Advantage Disadvantage Used Algorithms
Compared with
existing
technologies,
Steganography and this technology
. visual cryptography generates shares The method
Image privacy .
[30] leakage and were chosen for more with less space cannot apply to | BITWISE SHARING
thgft secure data transmission | overhead and no colored shares BITWISE OR
' with less computational increase in just grey.
risk over public media. computational
complexity and
can provide
better security.
When all the Ensures an extra layer The §tego Image
shares are piled | of protection by using a that s produced
[31] uo. the m rs)ter P seudorand)c/)ml g is too clear to be It takes a long XOR
P . y .y P . y undetectable by | time to process. LSB
of the image is generated image as a
. . the human
revealed. visual encryption key. .
visual system.
e I
Elliptic Curve privacy ElGamal Elliptic
[32] to data loss or Cryptography (ECC) for well as Storage and Curve Cryptograph
modification by yptograp y. reliability when backup issues. yptograpny
produces the tiny key by . (ECC)
hackers and . sharing data on
using the curve method.
attackers. the cloud.

4. Conclusion

Researchers have proposed a variety of different techniques in the literature, which were reviewed in this paper. With
clients frequently using the cloud to keep their information synchronized with the cloud, visual cryptography, and
Steganography are among the latest technologies being used to cryptographically and hide data. In addition to providing
customers and users with useful services, cloud computing has many benefits for the organization as well. When security
problems are solved, cloud computing shows its glow in providing benefits to customers and users. However, cloud
computing has faced security problems, most notably the lack of trust from users. Accordingly, from reviewing the
different literature, we conclude that the techniques reviewed differ in implementation times as well as the complexity of
calculations, and each technique has both strengths and weaknesses.
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