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ABSTRACT

In this research algorithm to encryption and image compression
data file was developed. This algorithm is a result of merge between RSA
algorithm for encryption and Morlet Wavelet which is used for image
data file compression. We applied this algorithm to a group of images
which is randomly choused and bmp type with different in size and
content, this algorithm gives good results for keeping the security of the
information because the data file encrypted at the beginning and then
compressed as a result it will be difficult to recognize the file content for
unauthorized person.
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1.1 Introduction

Encryption is a method for keeping the security of the information
(constant and moving) by using programs that have the ability to change
and translate this information to symbols will be difficult to understand
by unauthorized persons.
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This kind of programs witness markedly development after that the
US authorities allow to the corporations to sell the technology and make
it available to the public, after it was restricted for many years and
authorized for military purposes only. The US Government took this
decision to support the security side of the electronic trade. Noting that
the US Government till early times has restrictions to export the
technology outside the US, especially the technology that have encryption
more than 56 bit [1].

Each individual or company or commercials have privacy and
important information that no one should know them, also we can't give
up the service available like the internet and email or electronic shopping.
In other words encryption is the process of changing text so that it is no
longer easy to read [1].

So the encryption goals are:

1. Confidentiality is a service used to keep the content of information
from all but those authorized to have it.

2. Data integrity is a service which addresses the unauthorized alteration
of data.

3. Authentication is a service related to identification.

4. Non-repudiation is a service which prevents an entity from denying
previous commitments or actions [2].

1.2 Private key Encryption

Private key encryption is the standard form. Both parties share an
encryption key, and the encryption key is also the one used to decrypt the
message. The difficulty is sharing the key before you start encrypting the
message - how do you safely transmit it?

Many private key encryption methods use public key encryption to
transmit the private key for each data transfer session [1].

1.2.1 Public Key Encryption

Public key encryption uses two keys - one to encrypt, and one to
decrypt. The sender asks the receiver for the encryption key, encrypts the
message, and sends the encrypted message to the receiver. Only the
receiver can then decrypt the message even the sender cannot read the
encrypted message [1].

1.2.2 Limitations of Encryption

Cryptanalysis, or the process of attempting to read the encrypted
message without the key, is very much easier with modern computers
than it has ever been before. Modern computers are fast enough to allow
for 'brute force' methods of cryptanalysis - or using every possible key in
turn until the 'plain text' version of the message is found.
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The longer the key, the longer it takes to use the 'brute force'
method of cryptanalysis, but it also makes the process of encrypting and
decrypting the message slower. Key length is very important to the
security of the encryption method - but the 'safe' key length changes
every time CPU (Central Processing Unit) manufacturers bring out a new
processor.

Encryption system which is used public keys is called the RSA
(Ron Rivest, Adi Shamir, dan Len Adleman) system, although it is much
better and more secure from the DES (Data Encryption Standard) system
but it is slower, because that the encryption and decryption process
should be done nearly at the same time, anyway RSA system is not
difficult to be infiltrated. Which is possible to be infiltrate incase there is
the necessary time and money, see Figure (1).

Public key Private key

-

Image . .
Encryption Decryption  Original Image

Original Image Encryption

Figure (1): Encryption and decryption [1].

1.3 Ron Rivest, Adi Shamir, dan Len Adleman (RSA)
Encryption Method

A public-key cryptography algorithm which uses prime
factorization as the trapdoor one-way function. Define in equation (1):

n = pq (1)
for p and g primes. Also define a private key d and a public key e as
computed in equation (2) and (3):

de =1(mod g(n)) (2)

(e.¢(n)) =1 3)
where ¢(n) is the totient function, (a,b) denotes the greatest common
divisor (so (a,b)=1 means that a and b are relatively prime), and
a=b(modm) is a congruence. Let the message be converted to a number
M. The sender then makes n and e public and sends as in formula (4):

E = M*(modn) (4)
To decode, the receiver (who knows d) computes
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since N is an integer. In order to crack the code, d must be found. But this

requires factorization of n since as shown in equation (5) and (6):
E'=(M®)" =M =M™ = M (modn) (5)
¢(n)=(p-1)(q-1) (6)

Both p and g should be picked so that p+1 and q+1 are divisible by large

primes, since otherwise the Pollard p-1 factorization method or Williams

p+1 factorization method potentially factor n easily. It is also desirable to

have ¢(¢(pq)) large and divisible by large primes [3].

1.4 Compression

Compression is the process of reducing the size of a file by
encoding its data information more efficiently. By doing this, the result is
a reduction in the number of bits and bytes used to store the information
[4]. Then the image compression means reducing the size of image data
files, thus data compression techniques are invented to reduce the data
size to be transmitted with minimum loss of image information. The
reduced file is called the compressed file which can be used to reconstruct
the original image data file which is known as decompressed image [5].

The compression is used just about everywhere. All the images you
get on the web are compressed, typically in the JPEG (Joint Photographic
Expert Group) or GIF (Graphics Interchange Format) formats, most
modems use compression, and several file systems automatically
compress files when stored, and the rest of us do it by hand [6], [7].

1.4.1 Compression Ratio

The ratio between original image (uncompressed image) and the
compressed image is known as the compressed factor or compression
ratio can be calculated from equation (7) [8]:
Uncompressed file size (7)

Compression ratio = —
Compressed file size

1.5 Wavelet

Wavelet is mathematical functions that cut up data into different
frequency components, and then study each component with a resolution
matched to its scale. They have advantages over traditional Fourier
methods in analyzing physical situations where the signal contains
discontinuities and sharp spikes. Wavelet was developed independently in
the fields of mathematics, quantum physics, electrical engineering, and
seismic geology. Interchanges between these fields during the last ten
years have led to many new wavelet applications such as image
compression, turbulence, human vision, radar, and earthquake prediction.
This paper introduces wavelet to the interested technical person outside of
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the digital signal processing field. We describe the history of wavelet
beginning with Fourier, compare wavelet transforms with Fourier
transforms, state properties and other special aspects of wavelet, and
finish with some interesting applications such as image compression,
musical tones, and de-noising noisy data [9].

Wavelet is a mathematical tool for hierarchically decomposing
functions. They allow any function to be described in terms of a coarse
overall shape, plus details that range from broad to narrow. Figure (2)
below illustrate. Wavelet can be applied to a wide variety of objects used
in graphics, including images, curves, surfaces, and the solutions to
lighting simulations.

) - H -

20 coefficients 200 coefficients 16,000 coefficients

level 3.1 level 5.4 level 8.0

Surfaces Figure (2) Pay#

229 triangles 2,000 triangles 10,000 triangles

Simulation [F§8F"

no refinement 6 refinements final gather
Figure (2): Wavelet applications [10], [11].
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1.5.1 Morlet Wavelet and Transform
The Morlet wavelet is arguably the original wavelet. Although the
discrete Haar wavelet predates Morlet's, it was only as a consequence of
Morlet's work that the mathematical foundations of wavelet as a better
formulation of time-frequency methods were laid [12].
The wavelet defined by Morlet is given in equation (8):

G(w) =" (v=v,) )
Where §(w) it is a complex wavelet which can be decomposed in two

parts, one for the real part, and the other for the imaginary part as shown
in equation (9) and (10):

g,(x) = %e_z cos(272v,X) 9)
1 r
g;(x) = Ee sin(2av,x) (10)

Where g,(x) is a real part, gj(X) is an imaginary part, v is a vector space
and v, iIs a constant. The admissibility condition is verified only

ifv, >0.8. Figure (3) shows these two functions.
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Figure (3): Morlet's wavelet: real part at left and imaginary part at right [12].

1.5.2 Wavelet Algorithm

In fact the compression algorithm that used wavelet transform
contain three parts, one of them is transform and the second is the
quantization and the last is coding. Figure (4) shows the wavelet

algorithm
Forward Inverse
Wavelet [ Wavelet

Compression
Image

Reconstruction
Image

Original Image

Figure (4): Wavelet algorithm.
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1.6 The New Algorithm

The new algorithm is a result of merging between RSA algorithm for
encryption and Morlet wavelet which is used for compression data file
Figure (5) shows how the algorithm works. The detailed explanation for
the new algorithm is as below:

At the beginning the image file will be read after that it will be
encrypted using public key, the result will be encrypted in a file which
will be considered as the original file prepared to compression. After that
the file will enter the forward wavelet and this operation uses the Morlet
wavelet after that we will get a compressed file and in fact the file is also
encrypted and this file will be send to the authorized person. After
receiving the encrypted and compressed file the decompression process
will be done by use of Inverse wavelet, to get open but encrypted image
after that by using private key to decrypt the image to get the original
one.

These processes increased the information security that the file
contained and with this the goal of this algorithm is accomplished.

Public key

[

Original Encryption ~ Encryption
Image Image

Forward .
Wavelet

Compression
for Encryption
Image

Private

ég@
iy

Inverse

Wavelet
Reconstruction Decryption Original
for Encryption Image
Image

Figure (5): The process for a new algorithm.

1.7 Results Analysis

The proposed algorithm has been applied on a group of images
which is randomly choused of Bmp type with different in size and
content. The results of proposed algorithm shown in Figures (6, 7 and 8).

Each figure consists of three columns, the first column contains the
original image (name and size), the second column contains the
compression for encryption and the third column contained the image
after removing the compression and encryption. In Figure (6) the
compressed ratio used is 50 %. The file size still large compared with the
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compressed ratio 75 % and 100 %, and in Figure (7) the compressed ratio
used is 75 %. The file size still large compared with compressed ratio 100
% finally in Figure (8) the compressed ratio which is used is 100 %. This
ratio compressed the file to best size compared with other compressed

ratios.

Note in the third column of Figure (6, 7 and 8), because of the usage
of wavelet we can notice in the reconstructed image there is a simple lose
and this lose is directly proportion with compression ratio.

Original Image Athena.bmp
with size 11kb

Compression for Encryption
Image with size 9.64kb

Decompression and Decryption
Image with size 10.999kb

Compression for Encryption
Image with size 21.5kb

Original Image Butterfly.bmp
with size 910kb

Compression for Encryption
ith si kb

Decompression and Decryption
Image with size 909.990kb

Original Image Tulip.bmp with
size 49kb

Original Image F362.bmp with
size 1,407kb

Compression for Encryption
Image with size 5.56kb

Compression for Encryption
Image with size 152.9kb

Decompression and Decryption
Image with size 48.99kb

Decompression and Decryption
Image with size 1,4064kb

Figure (6): The result of Irit with 50 % compressed ratio.
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Original Image Athena.bmp
with size 11kb

Compression for Encryption
Image with size 7.42kb

Decompression and Decryption
Image with size 10.998kb

¥ 5

Original Image Frt.omp with
size 193kb

with size 910kb

Original Image Butterfly.bmp

Compression for Encryption
Image with size 15.3kb

Compression for Encryption
Image with size 97.8kb

Decompression and Decryption
Image with size 192.98kb

Decompression and Decryption

Image with size 909.98kb

Original Image Tulip.bmp with
size 49kb

Compr5|on for Encrpt|
~ Image with size 4.08kb

Decompression and Decryption
Image with size 48.98kb

O

Original Image F362.bmp with
size 1,407kb

Brrari

Compression for Encryption

Image with size 110.7kb

Decompression and Decryption
Image with size 1,40632kb

Figure (7): The result of the proposed algorithm with 75 % compressed ratio.
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Original Image Athena.bmp
with size 11kb

Compression for Encryption
Image with size 1.88kb

Decompression and Decryption
Image with size 10.997kb

size 193kb

Original Image Butterfly.bmp
with size 910kb

size 49kb

Original Image Tulip.bmp with

Original Image Frt.omp with Compression for Encryption Decompression and Decryption
Image with size 1.35kb Image with size 192.96kb

Compression for Encryption
_Image with size 70.8kb

Compression for Encryption
Image with size 0.56kb

Decompression and Decryption

Decompression and Decryption

Image with size 909.96kb

Image with size 48.96kb

Original Image F362.bmp with
size 1,407kb

Compression for Encryption
Image with size 8.26kb

Decompression and Decryption
Image with size 1,40621kb

Figure (8): The result of the proposed algorithm with 100 % compressed ratio.
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1.8 Conclusions

From this research we conclude that the new algorithm which is a

result of merging between RSA algorithm for encryption and Morlet
Wavelet which is used for compression image data file gives good results

for

keeping the security of the information because the data file

encryption at the beginning by a key and then compressed so that to get
the file again it should be open the compressed and then the encryption as
a result it will be difficult to recognized the file data for the unauthorized
person. Delphi 6.0 language was used to write the algorithm and then
applied it to a group of digital image.
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