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Abstract

The research and studies of encryption and compression of digital
files to the confidentiality and ease of dealing with networks and the
Internet, by reducing the size of files transmitted through multimedia, and
also used to increase the confidentiality of information transmitted.

The purpose of the research is to encrypt and compress colored
digital video files using artificial neural networks and genetic algorithm,
The digital video file is entered into Audio Video Interleave (AVI) and
cut into a set of frames, Each frame is then analyzed into the three color
segments (red, green and blue) And an audio input from the Waveform
Audio File Format (WAV) type (which represents the encryption key),
the encoded frame was then inserted into the compression algorithm, A
hybrid compression method was adopted which is considered as one of
the solutions that reduces the size of the required data on the one hand
and gives it a secret on the other, Where it was segmentation and
clustering the encoded frames into a cluster of clusters (The optical
pixels), which have been introduced into the artificial neural network
(back propagation network), The genetic algorithm has been used to
calculate the weight values of each cell of the network. The decryption
and decompression is then performed, and by using a set of testing and
comparison tools that showed that the results were consistent with the
research requirements, and Matlab R2017b was used to implement
research algorithms.
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ARaal el gl Gilile (e degite Gilie 10 o Bl il g (1) Jaall
Video Encryption Compression Compression | NO. of | Dimension of
NO. Operation Operation Ratio Frames Frames
MSE PSNR MSE PSNR Height | width
Videol | 1.3962e+04 | 6.6814 | 4.1203e+03 | 11.9815 1.89804 92 300 300
Video2 | 1.1377e+04 | 7.5707 | 2.8919e+03 | 13.5190 2.12476 20 300 300
Video3 | 7.9527e+03 | 9.1256 | 3.5802e+03 | 12.5918 2.19106 102 300 300
Video4d | 9.3162e+03 | 8.4384 | 4.1367e+03 | 11.9643 2.08143 120 300 300
Video5 | 1.0306e+04 | 7.9998 | 4.0038e+03 | 12.1061 2.08516 143 300 300
Video6 | 8.5195e+03 | 8.8267 | 3.5058e+03 | 12.6829 2.24880 88 300 300
Video7 | 1.2760e+04 | 7.0724 | 3.8236e+03 | 12.3061 2.06485 114 300 300
Video8 | 9.2516e+03 | 8.4686 | 3.3574e+03 | 12.8708 2.25410 51 300 300
Video9 | 9.8087e+03 | 8.2147 | 4.0155e+03 | 12.0934 2.05042 45 300 300
VideolO | 1.0723e+04 | 7.8275 | 3.8581e+03 | 12.2671 2.11644 58 300 300
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