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ABSTRACT

Artificial Intelligence could make the use of Intrusion Detection Systems a lot
easier than it is today. As always, the hardest thing with learning Artificial Intelligence
systems is to make them learn the right things. This research focuses on finding out how
to make an Intrusion Detection Systems environment learn the preferences and work
practices of a security officer, In this research hybrid intelligence system is designed
and developed for network intrusion detection, where the research was presented four
methods for network anomaly detection using clustering technology and dependence on
artificial intelligence techniques, which include a Genetic Algorithm (GA) and Particle
Swarm Optimization (PSO) to develop and improve the performance of intrusion
detection system. The first method implemented by applying traditional clustering
algorithm of KM in a way Kmeans on KDDcup99 data to detect attacks, in the way the
second hybrid clustering algorithm HCA method was used where the Kmeans been
hybridized with GA. In the third method PSO has been used. Depending on the third
method the fourth method Modified PSO (MPSO) has been developed, This was the
best method among the four methods used in this research.

Keywords: Artificial Intelligence , Intrusion Detection Systems , Swarm Optimization,
Genetic Algorithm , clustering algorithm.
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