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Abstract

This paper presents a high throughput reconfigurable hardware implementation of
DES Encryption algorithm. This achieved by using a new proposed implementation of
the DES algorithm using superpipelined concept. DES are simulated using Xilinx 9.2i
software with the use of VHDL as the hardware description language and implemented
using Spartan-3E FPGA kit. The DES Encryption algorithm achieved a high throughput
of 18.327 Gbps and 3235 number of Configurable Logic Blocks (CLBs), obtaining the
fastest hardware implementation with better area utilization. Comparison is made
between the proposed implementation and other recent implementations. The
comparison results indicate that a high throughput with optimized resource utilizations
can be achieved using a superpipelined concept on the proposed design in a single FPGA
chip.
Keywords: DES Encryption Algorithm, FPGA, Superpipelining Concept, Spartan 3E-Kit,
VHDL, Xilinx ISE 9.2i.
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1- Introduction

Data Encryption Standard (DES) is the most well-known cryptographic mechanism in
history [1]. It begins with the work of Feistel at IBM in the early 1970s and culminating in
1977 with the adoption as a U.S. Federal Information Processing Standard for encrypting
unclassified information. A fast new DES implementation using software proposed by E.
Biham [2]. K. Wong, et al. [3] described a single-chip implementation of the data encryption
standard (DES) using Xilinx XC4000 series field programmable gate array technology under
the XACT step design flow integration system. A fast FPGA implementations of DES are
designed, implemented and compared various DES architectures by J. Kaps, et al. [4]. ASIC
implementation of DES algorithm for network encryption at 10 Gbps and beyond proposed by
Wilcox, et al. [5]. C. Patterson [6] described a high performance DES encryption in Virtex
FPGAs using Jbits. A novel method for implementing the key schedule of DES for high
performance on FPGA proposed by M. MaLoone, et al. [7]. Efficient and compact FPGA
implementation of DES algorithm presented by N. A. Sadiq [8]. V. Patel [9] presented a high
performance reconfigurable hardware implementation of the DES algorithm achieved by
combining pipelining concept with novel skew core key scheduling method. A DES algorithm
implemented on FPGA using pipelined concept based on variable time data permutation
described by K. M. A. Abd El-Latif, et al. [10]. Another research described by K. M. A. Abd
El-Latif, et al. [11] for hardware implementation of DES using pipelining concept with time-
variable key. An optimized DES Encryption algorithm implemented on FPGA Spartan-3E
described by A. Singh, et al. [12]. Security enhancement of pipelined DES algorithm
implemented by U. R. Kumari [13]. FPGA implementation of DES algorithm based on real
time data security applications presented by S. Manikonda [ 14].The Data Encryption Standard
(DES) is a block cipher which means that during the encryption process, the plain-text is
broken into fixed length blocks in 64 bits and each block is encrypted at the same time by
using 56 bits key. This paper describes the hardware implementation of 16- stage DES. Each
stage is divides into many stages and super pipelined resulting in 119 stage DES algorithm. It
allows 119 data blocks to be processed simultaneously resulting in an impressive gain in
speed. It also supports the use of different keys every clock cycle, thus improving overall
security since users are not restricted to using the same key during any one session of data
transfer. The design of DES algorithm implemented on Xilinx Spartan-3E FPGA technology
[15] due to a reconfigurable hardware offers high speed similar to VLSI and high flexibility
similar to software and was coded using VHDL language [16].
This paper is organized as follows: Besides this introductory section, Section 2 describes the
DES algorithm briefly, a new proposed implementation of the DES Encryption algorithm
using superpipelining concept is described in section 3. FPGA implementation summary and
results are presented in section 4. Section 5 compares the achieved results with other previous
DES implementations. Finally, conclusions are drawn based on my results.

2- DES Algorithm

The DES algorithm is a block cipher used to encrypt/decrypt 64 bits input plain text data
with cipher key of 64 bits as shown in Fig. 1. DES consists of 16 rounds, the input data firstly
permutated and then split into two half, right and left half each of them 32 bits in length. The
32 bit right half will be become the left half for the next round while the 32 bits left half is
sent to f-function block. The output of the function (f) is X-ored with left half to produce 32
bits right half for the next round. The process is repeated for 16 round of DES algorithm.
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After 16 rounds, the output is sent to final permutation which is an inverse to initial
permutation to produce 64 bits cipher text [17].

2-1 Key Generation

The four operations used to generate 48 bits sub-key for 16 rounds are shown in Fig. 2.
Although the input key used is 64 bits, but the actual key used is only 56 bits. Steps to
generate the sub-key described as follows [17]:-
1- the initial 64-bit key is inserted, a parity drop occurs in which every 8th bit of the key is
used only for parity check and so its final size is reduced to 56-bits.
2- the key splits into two equal halves of 28 bits lengths of data.
3- a left rotate operation, one or two bits depending on the number of round is applied to the
left and right half. One rotated bits for rounds 1,2,9,16 and two rotated bits for other rounds.
4- a final compression P-box occurs on the data after rotation to produce 48 bits sub-key.
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2-2 f~-Function block

The operations of f~function block are shown in Fig. 3. The expansion of 32 bits right half
to 48 bits to be processed through XOR function with the round key. The output of XOR
operation is sent to eight substitutions box to convert 48-bits input to 32- bits output. A 32 bits
output from S-boxes is fed to straight permutation as a final operation [17].

Right half=32 bits

32 bit

| Expansion || Sub-Key |

48 bit

48 bit
XOR
48 bit

6 bit ‘# 6 bit * 6 bit

(oo ) [0 | ressnensesans

abit T abit -

32 bit

| Straight Permutation |

32 bit

Fig. 3 f— Function

3- A New Proposed Hardware Implementation

This paper proposed a new hardware implementation of 16 rounds (stages) DES algorithm
based on superpipelining concept. Instead of using 16 pipelined stages to implement the DES
algorithm, super pipelining concept is used by splitting each stage into more stages where
each stage is simpler (does less work) and thus the clock speed can be increased, meaning that
increasing in the throughput of the proposed design, but the /atency, measured in clock cycles,
for any instruction to complete has increased. The proposed hardware implementation of DES
algorithm for one round using super pipelining concept is shown in Fig.4. It can be seen that
the one round of DES algorithm splits to 7 stages. This means that seven clock cycles are
needed to implement one round using super pipelining concept.

The proposed hardware implementation of 16 round DES algorithm is shown in Fig. 5,

For the first stage it can be seen that:-

1. the Sub-Keyl and the output of Expansion P-box are ready at stage 6, stage4,
respectively. A synchronization process must be done between them. A delay with 2
clock cycle is done to the output of Expansion P-box so that these two output are
ready at the same time to be processed by XOR-operation of f~Function block .

2. the left half and the output of straight P-box are ready at stage3, stagel 1, respectively.
A synchronization process must be done between them. A delay with 8 clock cycle is
done to the output of straight P-box so that these two output are ready at the same time
to be processed by XOR-operation .

3. the right half and the output of XOR-operation are ready at stage3, stagel2,
respectively. A synchronization process must be done between them. A delay with 9
clock cycle is done to the output of right half so that these two output are ready at the
same time to be processed as an input to the second round .
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it can be seen from the first stage that the Expansion P-Box Stage 1
number of clock cycle used to obtain the output
is 12 clock cycle (1 clock cycle for permutation
block and 11 clock cycles for stage 1) .

Register 1

1

For the second stage it can be seen that:- Stage 2
XOR-Gate
1. the Sub-Key2 and the output of
Expansion P-box are ready at stage 7,
stage 13, respectively. A
. . Split to eight 6 bit blocks Stage 3
synchronization process must be done
between them. A delay with 6 clock ¢
cycle is done to the output of Sub-Key2 | Register 3 | Stage 4
so that these two output are ready at the
same time to be processed by XOR-
operation of f~function.
2. the left half and the output of straight P-
box are ready at stagel2, stagelS,
respectively. A synchronization process Combine to 32 bit block Stage 5
must be done between them. A delay
with 6 clock cycle is done to the output
of straight P-box so that these two
output are ready at the same time to be Straight P-Box Stage 6
processed by XOR-operation . -
3. the right half and the output of XOR-
operation are ready at stagel2, stagel9,
respectively. A synchronization process oo Stage 7
must be done between them. A delay

with 7 clock cycle is done to the output
of right half so that these two output are ) T
ready at the same time to be processed | one round DES using super pipelining
as an input to the third round . concept
due to a symmetric of stages (1,2,3....,15,16),
the same process of stage 2 is repeated and implemented to stages (3-16), which means that
the number of clock cycles used to implement stages (2,3...... ,15,16) equal to (15%7=105
clock cycles). The final steps are the combination of left and right side together, final
permutation and the output (ciphertext)which required 3 clock cycles. The total number of
cycles used to implement the complete design equal to 11+105+3=119 clock cycles.

Fig. 4 A proposed implementation of
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Fig. 5 Hardware implementation of 16 round DES algorithm using super pipelining concept
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4- Input-Output Management of the Proposed Implementation

The plaintexts and cipherkeys are stored in an array inside the FPGA as the
inputs plaintext 0-3 and cipherkeys 0-3 to the two 4% 1 Multiplixer. By using
the existed four switches (Sw0-Sw3) in SPARTAN-3E kit, the selection of
desired plaintextand cipherkey using (sw0,sw1)and (sw2,sw3), respectively can
be treated as an inputs to the DES algorithm implemented on FPGA chip. The
ciphertexts are displayed using Liquid Crystal Display (LCD) screen in
SPARTAN-3E kit. The hardware implementation of input-output unit is shown
in Fig. 6.

Plaintext( 64bit
—¥
Plaintext 1 64bit
M Mz, G4bit
Plaintaxt2 64bit
Plaintext3 64bit 4x1
[
Sw._{ Sw. DES Encryption |, | Cipher text=XXXXXXXX
4 Switches from Alporithm » NO0000Hex
Spartan-3E kit
Sy Sy :
Cipher Kay ( 64bitr— : FPGA Chip LCD screen
- —
Ciphar KE=v 1 64bi
ki _
Cipher Kay] B4bit Mz, E4bit
Ciphdr Key 3 64bit 4x1

Fig. 6 A hardware implementation for input/output unit for the DES
Encryption algorithm.

5- Implementation Summary and Results

Efficient hardware implementation of the DES Encryption algorithm was accomplished
on Spartan 3E family FPGA chip XC3s500e-5fg320. The design was simulated by Xilinx 9.21
and coded using VHDL language. The utilization resources and the maximum frequency used
for implementing the DES algorithm are shown in Tablel. The design operates at a frequency
286.369 MHz and it takes 119 clock cycle latency first time only and then encrypts on data
block per clock cycle. Therefore, the achieved throughput is (64x286.369)=18327 Mbps.
Fig.7,8 show the timing diagram and full schematic of the implementation of DES Encryption
algorithm. Table 2 shows the plaintexts, keys and its corresponding cipher texts. It can be
seen from the Fig. 8 that the inputs are Plaintext[0:63] , CipherKey[0:63] , rst and clk and the
output is Ciphertext[0:63].The inputs and the corresponding outputs after 119 clock cycle are
shown in Table 2.
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Tablel: Utilization resources and maximum frequency for the proposed implementation

Resources or Frequency exploited Total Utilization
ratio
Number of Slices 3236 4656 69%
Number of Slice Flip Flops 3712 9312 39%
Number of 4 input LUTs 5904 9312 63%
Number of bounded IOBs 186 190 97%

Number of GCLKs 1 24 4%
Maximum Frequency 286.369MHz

Plaintext=123456 ABCD132536

CipherKev= AABB09182736CCDD

Plaintext=0000000000000001

CipherKey=22234512987ABB23

Plaintext=0000000000000000

CipherKey=22234512987ABB23

Current Simulation
Time: 30000 ns 03300 24000 24200 24400 24600 M
ol clk 1
gl st ]
B @ paintet0:3y] | 5. 64'h000200C00000200C ) 64'h123456ABCD13253€ )( f4100C0000pI00C0001 X E4'h0000000000000C00
Bl ciprerkey[0:63] | 5. f4'h22234312087ABE23 ) f4hAABBOS182735CCOD )( f4h222345129674B323
8 P ciprertestf063] | 5. } §4hCOBTASCOSF3A329C X G64'h0A4EDSC 5AGIFEAD )t 64'n4780FD4TEER2ASF 1

Fig.7: Simulation timing diagram of the proposed DES Encryption algorithm.

Table 2: Some of Plaintext, Cipherkeys and its Ciphertext.

Plaintext Cipher Key Cipher text
123456 ABCD132536 AABB09182736CCDD COB7A8D05SF3A829C
0600000000000800 22234512987ABB23 4789FD476E82R5F |
0000000000000001 22234512987ABB23 0A4ED5C15A63FEA3

—— CipherKey(0:63)

— Plaintext(0:63)
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Fig. 8: New DES schematic generated by Xilinx ISE 9.2i tool
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6- Performance comparison

A comparison is made between this proposed design with some other DES hardware
implementation. Table3 shows the performance figures for some DES hardware
implementation. Achieved results of my work are competitive with the existing
implementations.

The throughput of various design and implementation strategies for several hardware
implementation of DES that have been reported in the comparison ranges from 26.7 to
7983Mbps.The fastest FPGA implementation of DES at [6] using a java-based (Jbits)
achieves a data rate of 10752 Mbps, but the key schedule is computed entirely in software.
The implementation of the DES at [9] uses pipelined design with skew core key-scheduling
where different keys are loaded every clock cycle. The implementation of a free DES cores at
[18] is used a pipeline concept in ECB mode and performs a data rate of 3052 Mbps. A DES
implementations at [4] uses pipeline concept for both 2 and 4 stages achieving throughput of
183.8 Mbps and 402.7 Mbps, respectively.

A VLSI implementation of the DES at [5] uses 0.6 micro CMOS technology. A novel
method at [7] for implementing the key schedule using FPGA for high performance design.
The FPGA implementation of the pipelined DES algorithm at [10] using a time data
permutation which means for the same data and key, the ciphered data is varied with time, so
the security of the algorithm is increased and performs a data rate of 7983 Mbps. Another
research described by [11] for high-performance reconfigurable hardware implementations of
the Data Encryption Standard (DES) algorithm. This is achieved by combining pipelining
concept with time-variable key technique achieving throughput of 7268.59 Mbps.

This work is the fastest single-chip FPGA design as compared with other previous
implementations with throughput of 18327 Mbps assuming data stream length>>119 and
latency of 119 clock cycles. In the proposed design the latency is increased and not an
important thing because the design is implemented using pipelined concept which means that
the first output is obtained after 119 clock cycle, and the other outputs are obtained in each
clock cycle.

Table 3: Performance comparison among different hardware implementations.

Device CLB Allowed Throughput . .
Al used Slices | frequency (MHz) (Mbps) DRI
K. Wong, et al. [3] XC4020E 438 10 26.7 Non-pipeline (One round
E. Bilam [2] (software) Alpha8400 | ----- 300 127 design)
J. P. Kaps and C. Paar [4] | XCV4028EX | 741 25.18 402.7
Free-DES[18] XCV400 5263 47.7 3052
M. McLoone and J.
ey |7 XCV1000 6446 59.5 3808
C. Patterson (Jbits) [6] XCV150 1584 168 10752
Sandia Laboratories [5] ASIC | == | - 9280 16-stage pipeline Designs
V. Patel, et al.[9] XC3S500E | 2814 111.882 7160 (Latency=16)
K. M. A. Abd El-Latif, H.
F. A. Hamed, E. A. M. XC3S500E | 2566 113.75 7268.59
Hasaneen [11]
K. M. A. Abd El-Latif, H.
F. A. Hamed, E. A. M. XC3SS500E | 2062 124.734 7983
Hasaneen [10]
119-stage super
Proposed Design XC3S500E | 3254 286.369 18327 pipelined
Design(Latency=119)
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6- Conclusions

In this paper, an efficient FPGA implementation of the DES Encryption algorithm based on
super pipelining concept is presented. The goal of using this concept is to achieve highest
possible throughput. In the 119-stage super pipelining design, data blocks can be loaded every
clock cycle and after latency with 119 clock cycle the ciphered data will appear with every
clock cycle. At a clock frequency of 286.369 MHz, the 119 superpipelining design can
encrypt data block at a rate of 18327Mbps. The proposed implementation has been compared
with other recent hardware implementations. The comparison has indicated that highest
throughput can be achieved by the proposed FPGA implementation.
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