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Abstract

With the growth of multimedia systems in distributed environments, the
research of multimedia security as well as multimedia copyright
protection becomes an important issue. As a potential and effective way
to solve this problem, digital watermarking becomes a very active
research area of signal and information processing. Many watermark
algorithms have been proposed to address this issue of ownership
identification. Discrete Cosine Transform (DCT) based spread-spectrum
watermarking is one of the famous techniques. Another possible domain
for watermark embedding is the wavelet domain. One of the many
advantages over the Discrete Wavelet Transform (DWT) is that more
accurately model aspects of the human visual system (HVS).

In this paper a proposed algorithm is defined based on the combination
between the benefits provides by using wavelet domain and profits of
Code division multiple access (CDMA) spread-spectrum technique. A
pseudo-random sequence (key) that related to hidden message is
embedded into the significant DWT coefficients of a cover image to
produce a watermarked image. Experimental results demonstrate that the
proposed algorithm is perceptual invisible and robust against many
attacks such as lossy image compression and Additive White Gaussian
Noise (AWGN).
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1. Introduction:
As multimedia data becomes wide spread, such as on the internet,

there is a need to prevent (or at least deter) the illegal copying, forgery
and distribution of such data (digital images, video and audio).

Many approaches are available for protecting digital data; these include
encryption, authentication and time stamping. One approach to protect
images is to add an invisible structure to the image data itself that can be
used to authenticate it. These structures are known as digital watermarks.
If the image is copied and distributed, the watermark is distributed along
with the image. Figurel shows the general watermarking embedding
procedure. The message (M) is embedded into a cover image (C) with
use of a key (K) producing a watermarked image (WM). Ideally the



watermarked image is undistinguished from the cover image, appearing
as no other information has been encoded or in other ward the cover
image has no degradation.

Cover | | Watermarked UNTRUSTED | Watermarked Cover
image image image image

CHANNEL

Message | | Message

M M

Figure 1: general watermarking embedding procedure

Digital Watermarking of image data could be visible or could be
perceptually invisible. Visible watermarks are designed to be easily
perceived by the viewer, and clearly identify the owner(background
transparent signature); the watermark must not detract from the image
content itself ,so the visible watermark acts like a deterrent but may not
be acceptable to users in some contexts, however. Due to that most
research currently focuses on invisible watermarks, which are
imperceptible under normal viewing conditions. In order to be effective,
an invisible digital watermark technique must satisfy the following two
properties:

(1) The embedded watermark should be statistically and Perceptually
invisible.
(2) The watermark must be difficult to remove.

It should also be robust to common signal processing and geometric
distortion, such as compression, adding noise and scaling. [1]

Previous work on embedding invisible watermarks (signatures) can be
broadly grouped into spatial domain and transform domain methods.
Typically, the data used to represent the digital watermarks are a very
small fraction of the host image data. Such signatures include, for



example, pseudo-random numbers, trademark symbols and binary
images. Spatial domain methods usually modify the least-significant bits
of the host image [2], and are, in general, not robust to operations such as
low-pass filtering. Much work has also been done in modifying the data
in the transform domain. These include DCT domain techniques and
wavelet transforms [3,4].

Cox et al. [5] propose a DCT based spread spectrum watermarking

technique. A pseudo-random sequence is embedded into the significant
DCT coefficients and is retrieved by calculating the similarity function of
the original watermark and extracted watermark. Su et al. [6] proposes a
wavelet-based watermark algorithm.

Based on the work of Cox [5] in the DCT domain, Kim [7] utilizes DWT
coefficients of all subbands including the approximation image to equally
embed a random Gaussian distributed watermark sequence in the whole
image. Perceptually significant coefficients are selected by level-adaptive
thresholding to achieve high robustness. However, the location of the
watermark information is not protected and open for malicious attacks.

Following the design of his multi-threshold wavelet coding scheme,
Wang [8] proposes a watermarking algorithm that refines Kim’s
thresholding scheme and selects significant coefficients on a per subband
basis.

Kundur [9] is embedding a binary watermark by modifying the amplitude
relationship of three transform-domain coefficients from distinct detail
subbands of the same resolution level of the host image. The security of
this scheme lies entirely in the pseudo-random selection of coefficient
locations. To strengthen the blind watermark extraction process, Kundur
resorts to repetition and a reference mark.

2. Data Hiding And Selection Of Hidiing Area:

As mentioned earlier, for copyright protection and authentication
purposes it is important that the watermarked images are robust to typical
image processing operations.

Compression techniques, such as JPEG, and noise attacks typically affect
the high frequency components. This is also true with most perceptual
coding techniques. The degradation in low frequency components of an
image is more noticeable to the (HVS), inserting signature in low



frequency components creates problems if one is interested in invisible
watermarks. This is particularly true in data hiding applications where the
data to be hidden could be a significant percentage of the original data.

For these reasons, a digital signature should be placed in perceptually

salient regions in the data. For techniques based on frequency domain
modifications, this implies embedding the signature in middle frequency
components. The middle frequency bands are chosen such that they have
minimize they avoid the most visual important parts of the image (low
frequencies) without over-exposing themselves to removal through
compression and noise attacks (high frequencies) [10]. The use of a
wavelet transform to hide signature information in different frequency
bands is used in this paper because DWT allows an image to be broken
up into different frequency bands, making it much easier to embed
watermarking information into the middle frequency bands of an image.

2.1 Wavelet Domain Watermarking:

Wavelet transform are a relatively new concept. There is a push toward
the use of wavelets in signal processing and analysis in place of (or in
addition to) the discrete cosine transform (DCT), which is used in the
jpeg standard for image compression. The techniques that are currently
being used in working with images can be generalized for use with
wavelet transforms. There are numerous applications for wavelets, and
the uses of wavelets in signal processing seem to be endless. This paper
will discuss wavelet-based techniques for watermarking.

The DWT (Discrete Wavelet Transform) separates an image into a lower
resolution approximation image (LL) as well as horizontal (HL), vertical
(LH) and diagonal (HH) detail components figure (2).

17 * X—b
W(a,b)=— d 1
(a,) ﬁ_[of(x)wa)x (1)
Where W (a,b) is the wavelet coefficient of the function f(x), w(x) is the
analyzing wavelet, a and b are the scale parameter and the position

parameter respectively.



The goal of digital watermarking is to hide a watermark (signature)
within the image, so that the visual quality of the image is not
perceptually visible to the human eyes, but also so that it is robust enough
to withstand the various kinds of transformations.

Figure 2: 2-Dimensional Discrete Wavelet Transform

One of the many advantages over the wavelet transform is that
believing to more accurately model aspects of the HVS as compared to
the FFT or DCT. This allow to use higher energy watermarks in regions
that the HVS is known to be less sensitive to, such as the high resolution
detail bands {LH, HL, HH). Embedding watermarks in these regions
allow increasing the robustness of the watermark, at little to no additional
impact on image quality [10].

The proposed scheme distributes the signature information in the discrete
wavelet transform (DWT) domain of the host image. Spatial distribution
of the DWT coefficients helps to recover the signature even when the
images are compressed using JPEG lossy compression. In some of the



recent work on using wavelets for digital watermarking, the signatures
were encoded in all DWT bands. Such an embedding is sensitive to
operations that change the high frequency content without degrading the
image quality significantly. Examples of such operations include low pass
filtering for image enhancement and JPEG lossy compression. In
contract, the proposed scheme here focuses on hiding the signature
mostly in the mid detail frequency bands, and stable reconstruction can be
obtained even when the images are transformed, quantized (as in JPEG).

2.2 Cdma Spread-Spectrum Technique In Wavelet Domain
Watermarking:

Early experimentation with CDMA demonstrated exceptional robustness
with relation to noise and high-level JPEG compression, with flawless
recovery of the embedded watermark from the pristine image. CDMA in
the spatial domain however suffers from several problems that limit its
usefulness. The main drawback of CDMA is that its message capacity is
more limited then similar correlation-based techniques. One reason for
this is that watermark recovery drops off quickly at higher message sizes.
Good results were obtainable using the small watermark; however results
with the normal-sized watermark were disappointing that being said,
CDMA performed wonderfully using the smaller message.

The main limitations of CDMA in the spatial domain however remain it’s
limited capacity and high processing requirements. The embedding of
large watermarks using CDMA requires the embedding gain k to be
lowered to preserve the visual quality of the image. As more PN
sequences are added to the cover image however, larger gains are
required to preserve correlation between like sequences. This underlying
conflict is the reason that CDMA in the spatial domain will remain more
limited in capacity than other techniques.[10]

In this paper a proposed algorithm is defined based on the combination
between the benefits provides by using wavelet domain and a profits of
CDMA spread-spectrum technique. CDMA spread-spectrum techniques
can be employ to scatter each of the bits randomly throughout the cover
image, increasing capacity and improving resistance to cropping.

A pseudo-random sequence (key) that related to hidden message is
embedded into the significant DWT coefficients of a cover image to
produce a watermarked image, and then the message is retrieved by
calculating the similarity function between the key and DWT coefficients
of the watermarked image.



3. Proposed watermarking scheme:

The block diagrams of watermark embedding and detection are shown in
Fig.3.

3.1 Watermark embedding:

The embedding process in this research combines between DWT and
CDMA technique. The wavelet domain offers perhaps the most
promising environment for robust watermarking due to it’s
computationally efficient modeling of the HVS. CDMA technique
(spread-spectrum pseudo-noise) in wavelet domain supports the
watermarking robustness as mentioned before. The embedding process in
simply is to embed a pseudo-random noise (PN) patterns into the mid
detail frequency bands of the DWT coefficients of a cover image. These
PN patterns are related with watermark (or the bit of the message).

For each value of the watermark, a PN sequence is generated using an
independent seed. These seeds could either be stored, or themselves
generated through PN methods. The summation of all of these PN
sequences represents the watermark, which is then scaled and added to
the cover image [9]. The equation shown below clarifies the embedding
of a CDMA sequence (PN) in the detail bands:

7 W.+aW.|x, u,ve HL,LH
Mo \w u,veLL, HH

1

)

Where 7y,  is the watermarked image, #; denotes the coefficient of the

transformed image, X, the bit of the watermark to be embedded, and «
scaling factor, u is the row position and v is the column position.

3.2 Watermark detection:

Watermark detection is accomplished without the original image. To
detect the watermark, same pseudo-random sequence ,used in CDMA
generation, is used in the detector to determine its correlation with the
two transformed detail bands named LH and HL. If the correlation
exceeds some threshold T, the watermark is detected.

This can be easily extended to multiple bit messages by embedding
multiple watermarks into the image. As in the spatial version, a separate
seed is used for each PN sequence, which are then added to the detail
coefficients as in the above equation. During detection, if the correlation
exceeds T for a particular sequence a “1” is recovered; otherwise a zero.



The recovery process then iterates through the entire PN sequence until
all the bits of the watermark have been recovered.

Copyright

Copyright

Figure 3: block diagrams of watermark embedding and detection

4. Experimental results:

Robustness evaluations of the proposed watermarked algorithm were
limited to testing against unintentional and intentional attacks
(watermarking attacks), JPEG compression and the addition of random
noise attacks, with constant gain factor, is well beyond the scope of this
paper. All the experiments described below use the discrete Haar wavelet
basis, and adopting this method to other wavelet basis is reasonably
straightforward. The PSNR of each watermarked image will be given
below each figure; however these figures are only to be taken lightly.
PSNR does not take aspects of the HVS into effect so images with higher
PSNR’s may not necessarily look better then those with a low PSNR.
This will prove particularly true in the case of DWT domain techniques.
The equations shown below clarify the calculation of the PSNR in all
watermarked images:

1 M N A 2
MSE = M—*N;ZHSJ =S, 3)
max(S?)
PSNR = —"1 (4)

MSE



Algorithm was implemented in the most straightforward way, not the
most computationally optimal. Furthermore, MATLAB may handle
certain programming constructs differently from other languages, thus the
best performing algorithm may vary for each language and
implementation.

As a cover image, standard (Lena) image with 512x512 Pixels is used
figure (4).

Figure 4: Lena Reference Image (512 x 512 Pixels)
Figure (5) show the 1000-bit (20x50 Pixels) normal message that used as
embedded text message inserted into the cover with moderate gain.

Copyright

Figure 5: 1000-bit normal message

Through experimentation, the gain factor k=2 was arrived at as a good
balance between visual quality and watermark robustness.

4.1 Watermark Performance on JPEG Compression:

JPEG is widely used as a lossy compression format for images because of
its high rate compression performance. This kind of compression suffers
of information detail losses. The effects of these losses, particularly, on
compressed watermarked image can be very severe. Therefore watermark
have to be robust in this type of distortion.
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Figure 6: Results of Compressed Watermarked Lena
a)Origin,
b)Watermarked,
c)Compression 15% of watermarked image,

d) Compression 25% of watermarked image,

e) Compression 40% of watermarked image,
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Figure 7: Recovered Watermark

a) Message, b) Recovered, ¢) Recovered of 15% compression, d)
Recovered of 25% compression, e¢) Recovered of 40% compression, f)
Recovered of 50% compression, g) Recovered of 60% compression, h)
Recovered of 70% compression, i) Recovered of 80% compression, j)
Recovered of 90% compression.

Table 1: Comparison between Several Ratios of Compression

Compression ratio | 0% 15% 25% 40% 50%
MSE 102.224 110.8153 | 113.8343 | 111.4374 103.829
Watermark 4 0
ed image PSN
R 55.5168 | 54.8159 | 54.5824 |54.7673 |55.3815
260.100
MSE | 65.0250 | 65.0250 | 65.0250 | 195.0750
Text 0
recovery
II){SN 60 60 60 50.4576 | 47.9588
Compression ratio | 60 70 80 90
MSE | 93.6512 | 83.8872 | 75.1039 | 68.5833
Watermark
ed image PSN
R 56.2776 | 57.2340 | 58.1946 | 58.9835




. 1705e+ [ 1.9508e+ [ 1.8857e+
visp | 455-175 [ 1.1705e+ [ 1.9508¢+ [ 1.8857¢
Text 0 3 3 3

recovery P
SN 43.0980 | 34.8945 |30.4576 |30.752

Its can be clearly defined from table 1 and figures 6 and 7 that
compressing Lena watermarked image up to 25% of its nominal size
using JEPG gave no change on PSNR of the recovered text. While
compression the watermarked image by 40% decrease PSNR by 10db,
with accepted readable results to recover embedded text. Another
degradation of 10db can be observed in 70% JPEG recovered text result;
with respect to 60% JEPG recovered text, but the text still recognizable.
Compression above 70% gave unrecognized recovered text.

From above results the observer can be obviously mention that the
watermarked image didn't affected to JPEG and text recovery.

4.2 Watermark Performance in AWGN:

Noise is one of common distortion in image processing and transmission.
In the experiment, here several number of standard deviation of Gaussian
noise added into the watermarked object as shown in Figs. 8. The
watermark can still be retrieved successfully, and the responses of the
watermark detector good.

The test has been done to examine the rigidity of proposed method

against Additive White Gaussian Noise AWGN.

As seen in table 2 and figures 8and 9, the proposed method seems didn’t
affected to noise up to standard deviationo =15. For o =25 the recovered
text message seems difficult to recognize.
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Figure 8: Watermarked results of noisy Lena

a) Noisy Watermarked Lena with o =5AWGN, b) Noisy Watermarked
Lena with 0 =10AWGN, ¢) Noisy Watermarked Lena with o =15
AWGN, d) Noisy Watermarked Lena with o =20AWGN, e) Noisy
Watermarked Lena with o =25 AWGN.
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Figure 9: Recovered Watermark

a) Recovered of o=5, b) Recovered of o=10, ¢) Recovered of
o =15, d) Recovered of o =20, ) Recovered of o =25.

Table 2: Comparison between Several standard deviation of AWGN

Witho
Standard
.o ut o=5 =10 | o=15 | 0=20 o=25
deviation )
noise

MS |102.2 |127.5 |201.8 |327.7

Waterma | g 244 167 351 180
rked

500.6558 | 718.1180

image PS |55.51 |53.59 |49.60 |45.39

NR | 68 65 79 79 41.7171 | 38.5840

MS |65.02 |65.02 | 195.0 |520.2 | 1.2355e+ | 1.9508e+

Text E |50 50 750 | 000 | 003 003
recovery [pg 50.45 |41.93
4.424 4
k|60 60 i s 34.4249 |30.4576

5. Conclusion:

This study has introduced an approach for the watermarking of digital
images. The wavelet domain as well proved to be highly resistant to both
compression and noise, with minimal amounts of visual degradation. This
is all the more impressive when one considers that the wavelet technique
described here is one of the most primitive currently known. More
sophisticated wavelet-domain techniques will almost certainly improve
on both of these, and hopefully lower it’s computational requirements.




The wavelet domain may be one of the most promising domains for
digital watermarking yet found.

It can be concluded, Based on the results of figures 6-9, that CDMA in
the spatial domain easily meets the requirements for “moderate”
robustness, provided that the encoding messages are relatively small. The
results are particularly impressive when you consider that the
watermarked image used for figure was entirely unrecognizable after the
addition of & =25 gaussian noise.

The algorithm seemed to have no problem retrieving the normal
watermark from the watermarked image with only minimal degradation
of the cover image during embedding. Even with a minimal gain, the
algorithm was still able to provide moderate robustness to gaussian noise
and JPEG compression as shown in figure 7 & 9. The recovered
watermark was even recognizable under heavy degradation of the cover
such as o =15 gaussian noise or JPEG compression upto 70% of its
nominal.
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