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ABSTRACT

In the realm of wireless communication, ensuring end-to-end privacy remains a critical concern in real-time
applications like Autonomous Vehicles (AVs). The existing wireless protocols often need to be revised to address these
privacy challenges effectively, especially when sensitive data transmission is involved. To tackle this challenge, this paper
proposes a unique solution tailored to the specific requirements of each AV through the establishment of individual wireless
network domains. To bolster privacy and security, a new approach called resilient modulation is introduced. This method
involves integrating the Vehicle Identification Number (VIN) into the Complementary Code Keying (CCK) equation within
the 802.11b network. Additionally, the proposed enhancement extends to the Wireless Controller Area Network (CAN) bus,
introducing an added layer of security. Furthermore, modifications are made to the conventional CCK modulation scheme
to accommodate the proposed enhancement seamlessly. By adjusting the phase angles of transmitted signals, the integrity
of the CCK modulation scheme is maintained, preserving orthogonality and correlation that are crucial for effective
communication. Through rigorous experimentation and analysis, The results showed that the Bit Error Rate (BER) and
packet loss of the receiver Electronic Control Unit (ECU) were stable between different CCK modifications. This indicates
the robustness of the basic features of CCK modification and that the extent of modifications does not affect the CCK
modification scheme with respect to orthogonality and correlation properties. On the contrary, there is a significant
challenge in intercepting and decoding the signal by the eavesdropping ECU, which has shown packet loss ranging from
63% to 100% across different CCK states.
Keywords:

Complementary Code Keying (CCK) modulation, Autonomous Vehicle (AV), Controller Area Network (CAN),
Vehicle Identification Number (VIN).
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1. INTRODUCTION As the world's research, testing, and use

Advanced Driver Assistance Systems of AVs grows, the creation of standardized rules
(ADAS) are becoming more common in both and guidelines has become very important to
research and commercial vehicles, which is a big ensure their safe integration into society. Recently,
step toward AVs. These technologies are meant to the U.S. Department of Transportation and the
cut down on accidents and their severity, make it NHTSA agreed to follow the international standard
easier for disabled and older people to move for automation levels set by the Society of
around, lower pollution, and make better use of Automotive Engineers (SAE). It has classified
infrastructure. According to a review by the automated vehicles into six levels [2]. Level 0
National Highway Traffic Safety Administration represents vehicles where the driver has complete
(NHTSA), human-related errors like distraction, control, while Level 5 signifies vehicles that have
fatigue, and emotional driving cause about 94% of complete control over all driving functions. At
accidents. One of the main reasons for the fast present, levels 2 and 3 are indeed being
development of AV technologies is that they do not implemented in certain commercial vehicles, such
have these problems.[1] as Tesla's Autopilot [3]. AVs incorporate advanced
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features such as automatic braking, adaptive cruise
control, and lane-keeping assist systems.

While there may be slight variations
among different vehicle systems, they all must
address the issue of autonomous navigation, which
can be broadly categorized into four key
components: perception, localization and mapping,
path planning, and control. Perception involves the
utilization of a set of sensors installed on the
vehicle to detect, understand, and interpret the
surrounding  environment.  This includes
identifying both stationary and moving obstacles,
such as other vehicles, pedestrians, traffic signals,
road signs, and curbs. The objective of localization
and mapping tasks is to precisely determine the
global position of the vehicle in relation to world
coordinates.

During the perception stage, ECUs collect
data about the vehicle's environment and transmit
it to the AV's central computing unit via the
intra_vehicle_network (IVN), such as the
Controller Area Network (CAN) bus. During the
planning and decision-making stages, the AV's
computing unit employs artificial intelligence
algorithms to analyze data and make decisions
about the vehicle's movements. Finally, during the
control stage, the AV's control system uses the
IVN to carry out the planned movements by
sending commands to various components such as
the engine, brakes, and steering system. The IVN
is critical for enabling real-time communication
between these stages, allowing the AV to function
safely and efficiently [4].

In addition, several studies examine the
incorporation of connected vehicle technologies
[5], such as vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure  (V21) technologies. These
technologies enable the sharing of crucial
information to establish an improved cooperative
driving environment, as depicted in Fig. 1. This
enhanced and refined collaborative perception
enables vehicles to efficiently forecast the actions
of crucial environmental elements (such as
obstacles, roads, ego-vehicles, environment, and
driver behavior) and proactively anticipate any
potentially dangerous occurrences.

The Controller Area Network (CAN) bus,
a pivotal component of intra-vehicle
communication networks, has its roots in the early
1980s. Initially designed to meet the automotive
industry's requirements at the time, the CAN bus
protocol was developed during an era when
vehicles were equipped with a limited number of
Electronic Control Units (ECUs) that were
relatively lightweight in their data processing
needs. However, as technology has advanced, the
CAN bus protocol now faces several challenges

[6].

In contrast, Autonomous Vehicles (AVs)
represent a paradigm shift in vehicular technology.

Vv

Maps &V2l

Localization =~ Path <= Decision

and =) i =) Makin
Mapping planning g
V2 0
V&) I l((
V2l )))
Driving

Perception & Environme

Vehicle
@
Fig. 1: Full Autonomous Navigation System.
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AVs are computation- and networking-
intensive systems, primarily due to the ever-
increasing number and complexity of their ECUs,
encompassing a variety of systems such as LiDAR,
radar, cameras, and numerous other sensors, a
number that continues to grow as more features
and capabilities are added to these vehicles. This
increase places a substantial demand on the
vehicle's communication network, both in terms of
data throughput and the complexity of managing
numerous interconnected systems [7][8].

Real-time applications, such as traffic
management, navigation, autonomous driving, toll
collection, vehicular communication, vehicle
performance review, predictive maintenance, and
location-based  promotion and  advertising,
necessitate a high data rate and bandwidth to
ensure satisfactory operation and performance.

The limitations of the wired CAN bus
include real-world issues, which can be
summarized as follows: firstly, the spread of
sensors and ECUs within the vehicle contributes to
its overall complexity. Today’s average vehicle
can contain over 150 ECUs packed on different
corners of the vehicle and round 100 million lines
of code [7][9]. Secondly, the internal wiring
harness has evolved into a highly composite
network, adding to the complexity of the overall
system. Thirdly, the choice of materials and the
design considerations for the wiring layout have
become increasingly sophisticated, leading to
higher costs.

Additionally, the rising weight of AVs
places greater demands on the driving control
system, resulting in increased energy consumption.
Furthermore, the utilization of wired structures for
intra-vehicle communications, such as those
involving steering wheel and tire components, is
deemed impractical. The growing density of
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components within the intra-vehicle space further
accentuates the challenges. Lastly, the
maintenance of these wired networks poses
significant challenges, as the diagnosis and
resolution of issues within the physical wiring
necessitate substantial effort and resources.

Given this scenario, there is a pressing
need to enhance or modify the traditional CAN bus
to meet the advanced requirements of AVs. One
notable solution is the move to a wireless system.
As a result, a significant research challenge arises
in ensuring reliability and security in a wireless
environment in  vehicular communication
networks. The goal of this paper is to implement a
hidden communication environment so that no one
can listen to or detect the presence of this network.
This is done by giving each AV's ECUs a unique
Complementary Code Keying (CCK) modulation
equation that is different from those in other AVs
and from regular Wi-Fi. The effectiveness of this
method will be tested using a
MATLAB/SIMULINK model designed explicitly
for this modified wireless enclosure.

The remainder of the content of this paper
is as follows: Section 2 provides a brief overview
of the IEEE 802.11b standard, while Section 3
presents the Spread Spectrum Modulator. Section
4 provides a brief review of the DQPSK modulator,
while Section 5 presents the concept of CCK
modulation. The research methodology is
explained in Section 6. The simulation model for
the modified resilient modulation and the
discussion of the results are provided in Sections 7
and 8, respectively. The conclusions are finally
presented in Section 9.

2. IEEE 802.11B STANDARD

The IEEE 802.11b standard offers three
physical layer options: Direct Sequence Spread
Spectrum (DSSS), Frequency Hopping Spread
Spectrum (FHSS), and Infrared. Among these,
DSSS is the prevalent choice in commercial
applications, primarily designed to align with the
FCC regulations for operation in the 2.4GHz
Industrial, Scientific, and Medical (ISM) band, a
band known for its worldwide allowance for
unlicensed use [10].

DSSS divides the total bandwidth into
20MHz channels. In the United States and Europe,
while there are 11 available channels for DSSS,
channel overlap is common. To ensure effective
performance, especially when multiple Access
Points (APs) are in proximity, a separation of
22MHz is recommended. Within the 83.5MHz
ISM bandwidth, it is feasible to accommodate
three non-overlapping channels. The IEEE
802.11b technology, embraced by most WLAN

products, operates with a transmitter crafted for
DSSS Phase Shift Keying (PSK) modulation,
capable of data transmission speeds reaching
11Mbps. Various modulation techniques are
deployed contingent on the data rate: DBPSK for
1Mbps, DQPSK for 2Mbps, and CCK for both
5.5Mbps and 11Mbps. The frame's preamble and
header are invariably sent using DBPSK at 1Mbps.
Conversely, the data payload may be transmitted
via DBPSK, DQPSK, or CCK, depending on the
chosen configuration.

Each packet transmitted within the Local
Area Network (LAN) is preceded by a preamble
and header that last 192 microseconds. The packet
header's Signal Field specifies the type of
modulation for the rest of the packet. This
preamble aids the receiver in achieving initial
synchronization, and the header carries vital data
for establishing a physical layer connection as
dictated by the communication protocol.

In compliance with FCC standards for the
2.4GHz ISM band, transmitters should operate
with a nominal output of 100 milliwatts, equivalent
to 20dBm. This power setting is chosen to provide
adequate coverage up to a 100-meter radius while
also conserving battery life.

3. SPREAD SPECTRUM MODULATOR

The modulator in the IEEE 802.11b
system is capable of producing signals for DBPSK,
DQPSK, and CCK spread spectrum. After the
header, it can switch modulation modes for data
transmission, supporting a range of 1, 2, 5.5, and
11 Mbps. All modulation types use Differential
Quadra phase modulation at the baseband, with the
I and Q channels unified for the 1 Mbps DBPSK
mode. To diminish interference within the ISM
band, spread spectrum technology is utilized,
expanding the transmitted energy across a broader
radio frequency spectrum, which in turn elevates
the processing gain for receivers. The spreading
process involves the binary data being XOR-ed
with a pseudorandom binary sequence. For
DBPSK and DQPSK, an 11-chip Barker sequence
is employed, whereas CCK utilizes 8-chip Walsh
codes [11][12].

The Signal-to-Noise Ratio (SNR) is
fundamental for system analysis, indicating the
energy per chip (Ec) over the noise power spectral
density (No). SNR varies based on the chip rate,
and the disparity stems from the number of bits a
chip represents. Ny is the constant power spectral
density of the system's Additive White Gaussian
Noise (AWGN), with a chip rate fixed at
11Mchips/s [11][12].

4. DQPSK MODULATOR
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Differential Phase Shift Keying (DPSK)
modulation differentiates itself from Phase Shift
Keying (PSK) by not assigning a specific phase to
each symbol. Instead, it detects the difference
between the current phase and the previous phase,
using this change in phase to indicate a change in
symbol. In the simplest form of DBPSK, a phase
shift of w is caused by a 1, while a 0 does not cause
any phase change, or vice versa. At the receiver,
the phase of each symbol is compared to the phase
of the previous symbol, necessitating a one-symbol
length delay in the received signal. A phase change
signifies the reception of a binary digit 1, while the
absence of a phase change signifies the reception
of a binary digit 0 [11][12][13][14].

The IEEE 802.11b standard utilizes
DPSK due to its ability to eliminate the
requirement for coherent detection, which is
necessary in PSK systems. In simpler terms, there
is no need to estimate the carrier phase, resulting in
a less complex receiver design. Interms of spectral
characteristics, the DBPSK signal closely
resembles a BPSK signal. However, the DBPSK
signal has a processing gain advantage of 1dBm.

For DBPSK modulation, the bit error
probability (P,) in the AWGN channel is :

_ 1 Ep
P, =3 exp (— N—O) M)
where Eb/No is the ratio of signal energy per bit
and noise density per bit.

In the case of DQPSK where M = 4, we have in
effect two binary phase-modulation signals in
phase quadrature and the equation is:

P. = Qi(a,b) =3 lo(ab)exp (=3 (@® + b)) (2)

Where

Q1(a,b): Marcum Q function.

lo(ab) :modified Bessel function of zero order.
More details about Marcum Q and the modified
Bessel function can be found in [11].

The parameters a and b are defined as:

a= %(1—\/%) and b = %<1+\/§)
@)

The 11-chip direct sequence spreading
technique enhances the processing gain at the
DBPSK system's receiver, calculated as 10 log(11
chips /1 bit) = 10.4 dB. In contrast, the DQPSK
modulation process achieves a processing gain of
7.4 dB because it encodes 2 bits per chip.
Regarding data rates, DBPSK modulation achieves
1 Megabit/second or 1 Msymbol/second , on the
other hand, doubles the rate to 2 Megabits/second

or 1 Msymbol/ second, with each symbol still
comprising 11 chips but corresponding to two bits.

5. CCK MODULATION

The 802.11b standard utilizes a specific
formula, as shown in equation 4, to derive CCK
codes for transmission at a rate of 11Mbps. This
formula produces a symbol by constructing 8
complex chips. This method employs a single-
phase term to modulate all the chips, along with
three additional phase terms to modulate different
groups of chips. This approach is a more
comprehensive form of the Walsh/Hadamard
function, as it incorporates four phases while still
maintaining an orthogonal structure [7].

[c0,c1,c2,c3,c4,c5,c6,c7] =
el (@1+P2+d3 +¢4)' el (P1+d3+ds)
, el (@1+¢2 +¢4), —eJ(P1+d4) 4)
e}'(¢1+¢2+¢3)‘ ej(¢1+¢3)' _e]'(¢1+¢z), el b4

where ¢i € {0, n/2, &, 3n/2}. Each ci is a chip in
the CCK codeword.

On the other hand, the key to CCK's
efficiency is the orthogonality of the code
sequences. Orthogonal codes are selected so that
they do not interfere with each other when
transmitted simultaneously. This characteristic
allows for multiple bits to be sent in parallel,
increasing the data rate. Using different code
combinations, CCK can transmit at various data
rates, typically 5.5 and 11 Mbps, which are the
highest rates defined in the 802.11b standard. This
is achieved by using 8-chip codes for 11 Mbps and
4-chip codes for 5.5 Mbps. CCK modulation is
more robust to certain types of interference and
multipath fading than its predecessors. This is
because the spread-spectrum technique allows the
receiver to recover the original data even if parts of
the signal are distorted or lost [15].

The 8-bit CCK modulation splits the 8-bit
stream into four 2-bit sub-streams where each sub-
stream is allocated a phase as presented in Table 1.
Based on the binary 2-bit sub-stream, the
corresponding phase of the 2-bit sub-stream varies
as shown in Table 2. The four phases associated
with the 8-bit sequence are formulated in the
matrix shown in equation 5 which clearly
demonstrates how the elements of equation 4 are
constructed [15].

BB d b b b b
S S S S
M2=lg 9 0 0 4y 4y 0 01O
B b G b O 0 0 0
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Table 1: Sub-Stream Phase Allocation in 8-bit
CCK Modulation

Bit Sequence Q18 | a8 | asdu | a8

Phase b4 b, b3 by
Table 2: Numerical Phase Allocation in CCK
Modulation

ak+1 ak 00 01 10 11
Phase 0 T /2 —1/2

Table 3: 8 bit CCK Modulation

8-hit binary data stream 00111011
2-bit sub stream 00,11,10,11
Phase assignment 0, -n/2, n/2, -n/2

8 bits CCK codewords -i,1,-1,0,1,1,i, 1

Inspection demonstrates that each of its
elements is indeed an exponent that is powered to
the sum of the phases forming columns of the
matrix given in equation 4. The minus sign of the
fourth and seventh elements follows the rule
discussed in the generation of complementary
sequences. The 8-bit CCK modulated codewords
are shown in Table 3. The 8-bit CCK modulation
generates 256 different codewords, whereas 64
codewords are distinctively orthogonal. This
orthogonality property results in low cross-
correlation and, consequently, efficient
interference mitigation [16].

Fig. 2 illustrates the process of generating
an 11 Mbps CCK signal, which is part of the
802.11b Wi-Fi standard [17][18]. The diagram
shows the signal generation pathway for a single
data packet as it is prepared for transmission over
the 1 (In-phase) and Q (Quadrature) channels, the
components are illustrated as:

1. Data Splitter: The input consists of 8 bits of
data that are first split by the data splitter. Six
of these bits are used to select one of the 64

CCK codes, and the remaining two bits are
used for DQPSK modulation.

2. CCK Code Selection: The 6 bits from the
splitter are used to choose one of the 64 unique
CCK codes. Each CCK code represents a
different combination of phase shifts and is
used to encode the 6 bits into a symbol for
transmission.

3. XOR with I and Q: The two remaining bits
from the data splitter are XORed (exclusive
ORed) with the in-phase (1) and quadrature
(Q) components from the previous symbol's
output. The I and Q components represent two
orthogonal signal paths that allow for the
simultaneous transmission of two bits per
symbol in DQPSK modulation.

4. DQPSK Modulators: The output from the
XOR operations is then fed into two DQPSK
modulators, one for each of the two remaining
bits. DQPSK is a phase modulation scheme
that conveys data by changing the phase of the
carrier wave.

5. Phase Shift: The DQPSK modulated signals
are then phase-shifted, with one of them (for
the Q channel) being shifted by (-pi/4) radians
to ensure orthogonality between the | and Q
channels.

6. Combination: The phase-shifted signals from
the I and Q channels are then combined
(denoted by the ¥ symbol) to form the final
CCK signal ready for transmission.

6. RESEARCH METHODOLOGY

Within the structure of the research
methodology, there are two distinct sections: the
first section pertains to the experimental setup,
while the second section focuses on the numerical
setup. The experimental setup involves the
utilization of MATLAB to simulate work and the
utilization of a ready-made model. This model
consists of three ECUs: a transmitting ECU and a
receiving ECU, which are modulated using the
modified CCK equation. The third ECU (the
eavesdropping ECU) is modulated using

) I channel
1 bit | xoR »| DQPSK
modulator
Fre
_ Choose @
8 bits Data 1 from 64 CCK
splitter
6 codes Pi/a
bits — | P4 |
A 4
1bit . .| DQPSK
> XOR | modulator  [Q channel

Fig.2 : 11 Mbps CCK Generation.
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conventional CCK. The transmission
specifications are outlined in Table 4. The
numerical configuration involves integrating one
of the modified modulation CCK equations with

the VIN for both the transmitting and
receiving nodes. The eavesdropping node, on the
other hand, was modulated using the traditional
CCK mentioned in Equation 4. The performance
evaluation included measuring the Bit Error Rate
(BER) and packet loss, as well as analyzing the
signal specifications of the nodes during
transmission.  Next, we implement seven
modification cases to the conventional equation
and incorporate all equations within the
transmitting and receiving nodes while still using
the traditional CCK equation for the eavesdropping
node. We then assess each case again.

Fig. 3 outlines a MATLAB Simulink of
the modified IEEE 802.11b in terms of resilient
modulation. The model is structured into
segments: model parameters, channel, scope
display, packet loss, and BER calculation. The
Model  Parameters  section  allows  for
customization of WLAN simulation parameters,
such as data rate, packet size, and channel noise
levels. The Channel section allows users to choose
different levels of corruption generated by the
channel, altering the SNR to alter the noise level.
In addition, there are three ECUs. The transmitter's
ECU encodes CAN data into 802.11b frames using
a modified CCK modulator. The receiver ECU
uses a modified CCK demodulator, while the
eavesdropping ECU wuses a traditional CCK
demodulator.

The Wi-Fi network specifications are
outlined in Table 4. The evaluation of
communication systems is based on three key
performance metrics: Frame Error Rate (BER)
Measurement, Frame Error Rate (FER) or packet
Transmission Technique | DSSS loss analysis, and Signal Characterization.
Channel Bandwidth 22 MHz The 802.11 standard uses only three
Packet Size 8 Byte channels, 1, 6, and 11, due to their non-interfering
Number of ECUs 3 nature. This results in a drop in 802.11b link
throughput due to channel interference. However,

Table 4:- Transmission Specification

Parameter Value
Transmission Data Rate | 11 Mbps

. . Barker Sequence .
Modulation Technique | \'~~ numerous research articles [19,20,21,22,23,24]
have explored modified CCK techniques to
7 THE MODIFIED RESILIENT improve wireless networks' reliability, efficiency,

MODULATION SIMULATION MODEL and security.

Model -
Parameters | Modified IEEE 802.11b WLAN PHY 11Mbps |
Rate = 11Mbps
Packet Size = 8 Bytes
Shert Preamble is on
Channel Number = 3 - Rx_Signal
Channel Type = None = —
Channel Noise (EsNo) = 10 dB
T N
Tx Sig Channel Rx Sig Aligned Rx_Signal_Aligned
Tx Chips, Receiver ECU ]
El— » Rx2_Signal
Transmitter ECU Channel
None
et
] Fix Signal
Rx2 Sig Aligned Rx2_Signal_Aligned|
Eavesdropping
| Eavesdropping Packet loss and BER
T
Rx2_Signal [Rx Signal "

o et I Open Scopes I [ ]
Rx Bits Close Scopes

F52_Signal_Algned R Signal Aligne

[l
i

Instrumentation

ina

Rate BER meters
Scope Display Rate Detection BER Calculation
l Receiver Packet loss and BER
[Rx Signal Aligne: - - T« Bits -
Rx_Bit: In3
e v uoe | ()
Rate1 BER meters1

Fig. 3 :- MATLAB Simulink of Modified IEEE 802.11b in terms of Resilient Modulation
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One such approach is the use of distinct
and nearly orthogonal code sets for CCK
modulation in neighboring Basic Service Sets.
This reduces co-channel interference between
Basic Service Sets [19]. Another research direction
focuses on reducing the complexity of the decoder
for CCK modulation by mapping complex chips to
modulo-4 numbers and decomposing coded words
by in-dependent angle parameters based on their
properties [20]. A novel spatial block coding
scheme has been proposed to exploit spatial
diversity and code diversity against doubly
selective fading channels. This method utilizes
multiple transmit transducers and extends the
traditional CCK code set to improve receiver
performance [21].

The authors of [22] improved the
communications reliability of CCK in IEEE
802.11b systems by proposing an overlay signaling
dimension that preserves WiFi signals' underlying
data rate and power spectrum characteristics.
Additionally, research has been conducted to
modify the code to adapt the wireless link to
bandwidth by increasing the bandwidth efficiency
of CCK signaling.

The study aims to create a hidden
communication environment by modifying the
standard CCK modulation equation with
customizable parameters for each AV. These

parameters include randomization to further
obscure transmission and make it harder to detect
and analyze. VINs, which serve as exclusive
vehicle identifiers, are used to highlight a vehicle's
manufacturer, specifications, and features, making
them a reliable source of data in vehicle systems
[25,26].

In Fig. 4, we present an intricate
simulation model of transmission within an ECU.
The main components of this modified CCK
modulator are illustrates in Fig. 5 while Fig. 6
show the CCK modulator components.

This new approach combines modified
CCK modulation techniques with the application
of VINs, enhancing privacy within 802.11b
networks and addressing the growing demand for
confidential wireless data transmission in
vehicular applications. The modified CCK adds an
additional layer of privacy to the proposed wireless
CAN (WCAN) bus. Fig. 7 shows the Generation
Module of the modified CCK.

The flowchart in fig. 8 outlines the
simulation steps for a modified CCK setup within
a simulated 802.11b network environment within
two scenarios. In the first scenario, the process
begins with initializing the network environment,
setting up transmitter and receiver ECUs using a
modified CCK equation. A listener ECU is also set
up using the traditional CCK equation. Network

D

Tx Bits

PPDU

Out1

PSDU

) 4

PPDU

CAN binary data &l

Framing by adding
PLCP preamble and header

Modified Modulate and spread

Mbps mod

Tx Signal

Chips
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Fig. 4 :- Transmission ECU Components
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Fig. 5 :- Modulator Components of Transmiter ECU
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performance is measured using metrics such as
BER and packet loss over time. In the second
scenario, modifications to the traditional CCK
modulation scheme are made, including changes to
the phase angles of transmitted signals. This
simulation exercise demonstrates that the extent of
modifications does not affect the orthogonality and
correlation properties necessary for effective
communication. Table 5 shows the various CCK
modification cases. Performance metrics (BER and
packet loss) are then repeated to ensure the
modified system's performance is maintained or
improved.
7.1 First Scenario Results

At 14 dB SNR levels, the transmitting
ECU produced an original signal with clear binary
transitions, which the receiving ECU replicated
accurately. The eavesdropping ECU's inability to

properly decode the signal resulted in a persistently
high packet loss, ensuring data security against

Initialize 802.11b
network

~
~
~
~

Incorporate "~

~

the b VI,:\I Create a simulated 802.11b
?hum er Clglg network environment for
e iation io transmitter, receiver ECUs
c?eate a (Modify CCK equation) and
unique eavesdropping ECU
domain  for ,
eachAV ¢
/ Measure network
performance (BER and
packet loss)
Ensure Y i
modified . Take 7 random symbols
CCK doesn't from modified CCK
adversely
affect K

performance -’
7/

7
4
7

Fig. 8: Resilient Modulation Simulation Flowchart

Repeat performance
measurement

unauthorized access. In the SNR at 12 dB and 10
dB, slight signal degradation appeared, introducing
minor distortions in amplitude and shape on the
receiving ECU's end. Despite this, the
eavesdropping ECU's packet loss remained at 1,
attesting to the durability of the system's security
measures.

Challenges were more posed at lower
SNR levels, where noise significantly marred the
signal at 9 dB and 8 dB, increasing error
susceptibility. The receiving ECU faced
heightened distortion and elevated BER,

Table 5: Various CCK Modification Cases

Case number CCK equation

Case_1 c={e /'(7[+7!/_7~7[), g w2 g jaiminY) _pjwtnl) g iminom) @il _ im0 g i

Case 2 Cc={-e JEin2tn) g jam2iw2) g jinind) g win2) g jrtnnll) @ imwl) o jmtn) g jzr}

Case 3 c={-e jinl2tn) g J 24w g fainin) o jminl) giwinwl) g jEn) o imin) g i~}
Case 4 C:{e j(7r+1r/2*7r)’e Jm—n/2+7/2) e J(mtn+m2) , ej(zr+7r/2} . —e J(mtn—m/2) , ej(ﬂ*lt/z)y_ej(ﬂ*’ﬂ) , ej:r }

Case 5 C={ it g (w2l g jltntn) i) g i) g jfwd) g jitn ’e_m}
Case 6 CZ{—e J(n+n/2+m) e J(m—m/2+7/2) e J(mrm+m/2) e J(m+m/2) ,—e J(nta—n/2) e J(m—m/2) e J(m+m) ,—e j7r}
Case_7 Cz{,e J(mtm/2+m) , e_i(rr /2+1/2) e J(mtata/2) e j(mzdz)’ 78-’(’“" /2) , ej(n /2) , ej(mn) —e jn}
Case 8 C={ _ ej(mn/zm)Y —p i 7/2+m/2) ,—e J(mrata/2) Ye_i(mn/z) , —plimtnn2) ,e-"(” n/z)’, Paac , ,ejn}
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particularly when handling the larger 64-byte
payload. Despite these challenges, the
eavesdropping ECU's packet loss continued to
hold at 1, underscoring the maintained security
efficacy under various SNR conditions. Across all
levels, the BER and packet loss metrics for the
receiving ECU escalated inversely with SNR, with
lower SNR leading to higher noise and higher bit

and frame errors. Conversely, the eavesdropping
ECU's BER remained elevated, and packet loss
consistently hit the maximum, confirming the
robustness of the communication system's security
against interception attempts. Table 6 and Table 7
present the BER and packet loss values.

In Fig. 9, at 10 dB SNR with an 8-byte
payload, the transmitting ECU generated an
original signal with binary shifts, which the
receiving ECU accurately replicated with a BER
of 0.0001932, demonstrating the effectiveness of
the demodulation and decoding processes. On the
other hand, the BER of the eavesdropping ECU
was 0.2251, indicating the ability to decode the
signal correctly and thus continuously lose the
packet by 1, thereby protecting the data from
unauthorized access.

7.2 Second Scenario Results

The BER and packet loss statistics are
presented in Table 8 and Table 9 respectively. The
simulation will be controlled, with SNR
standardized at 12 dB across all experimental runs.
This consistency is essential to ensuring that CCK
modulation changes are responsible for observed
variations and not environmental factors.

Table 3 shows that each case_2 through
case_8 is a unique iteration of the CCK scheme,
deviating incrementally from case_1. Performance
indicators like BER, packet loss, and transmitted
and received signals will be monitored. This
simulation exercise shows that CCK modulation
scheme modifications do not affect orthogonality

BER=0.2251
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Fig. 9: Transmit, Receive and Eavesdropping
Signals when SNR=10
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Table 6 : BER of Receiving and Eavesdropping ECU

SNR BER of Receiving ECU BER of eavesdropping ECU
8 bytes 64 bytes 8 bytes 64 bytes
None 0 0 0.2275 0.5294
8 0.002281 0.005414 0.2188 0.5102
9 0.000733 0.001749 0.2225 0.5188
10 0.000193 0.000459 0.2251 0.5248
12 0 5.86e-006 0.2275 0.5303
14 0 0 0.2281 0.5314
Table 7 : Packet Loss of Receiving and Eavesdropping
SNR packet loss of Receiving ECU packet loss of eavesdropping ECU
8 bytes 64 bytes 8 bytes 64 bytes
None 0 0 1 1
8 0.1339 0.6741 1 1
9 0.0447 0.3104 1 1
10 0.01191 0.0921 1 1
12 0 0.001426 1 1
14 0 0 1 1
Table 8 : BER of Receiving and Eavesdropping ECU with Various Modification Cases
SNR BER of Receiving ECU BER of eavesdropping ECU
8 bytes 64 bytes 8 bytes 64 bytes
Case 1 5.534e-007 1.58e-005 5.634e-007 1.58e-005
Case 2 1.66e-006 1.399¢-005 0.03746 0.0643
Case 3 3.321e-006 1.512e-005 0.1627 0.3796
Case 4 0 5.867e-008 0.2275 0.5303
Case 5 0 1.151e-005 0.1473 0.3432
Case 6 2.214e-006 7.672e-008 0.1477 0.3438
Case 7 0 1.444e-005 0.1035 0.2416
Case 8 6.088¢-006 6.544e-006 0.2405 0.0568
Table 9: FER of Receiving and Eavesdropping ECU with Various Modification Cases
SNR packet loss of Receiving ECU packet loss of eavesdropping ECU
8 bytes 64 bytes 8 bytes 64 bytes
Case 1 0.0001018 0.002851 0.0001018 0.002851
Case 2 0.0001018 0.002568 0.0001018 0.002568
Case 3 0.0003056 0.002668 0.0003056 0.002668
Case 4 0 0.001426 0 0.001426
Case 5 0 0.002709 0 0.002709
Case 6 0.0002037 0.001688 0.0002037 0.001688
Case 7 0 0.002994 0 0.002994
Case 8 0.0004073 0.001688 0.0004073 0.001688
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and correlation, which are
communication efficacy.

The eavesdropper and receiver in case_1
use the traditional CCK equation. The receiving
ECU's BER and packet loss are extremely low,
indicating that it is precisely decoding the
transmitted signals. This is expected since the
conventional CCK is designed for reliability and
high signal decoding fidelity. Since the
eavesdropper's BER and packet loss values are
identical to the receiver's in Case 1, it can intercept
and decode communications as efficiently as the
intended receiver using the same decoding scheme.
This control case confirms the expected
performance of the standard CCK modulation
without changes.

In Fig. 10, at case_5 with an 8-byte
payload in Table 4, the transmitting ECU
generated an original signal with binary shifts,
which the receiving ECU accurately replicated
with a BER of 0, demonstrating the effectiveness
of the demodulation and decoding processes. On
the other hand, the BER of the eavesdropping ECU
was 0.1573, indicating the ability to decode the
signal correctly and thus continuously lose the
packet by 1.

The eavesdropping ECU faces significant
signal interception and decoding challenges due to
the high BER and packet loss that persists across
CCK cases (from cases 2 to 8). This consistent
challenge implies that the modified CCK schemes
maintain  communication  security  without
amplifying the eavesdropper's decoding errors.
The consistent error rates suggest that these
modifications, while not improving security,
maintain the legitimate communication channel.

CCK modulation's core attributes are
robust because BER and packet loss remain stable
during CCK adjustments. Orthogonality and
correlation  are  essential  for  effective
communication and are unaffected by the variables
or parameters of the tests. This confirms that CCK
modifications can secure vehicular
communications without compromising
performance.

necessary for

8. RESULT DISCUSSION

We proposed implementing a hidden
communication environment for each vehicle by
introducing a unique modification for the CCK of
the operating ECUs to be included in the vehicle
contract modulator. The effectiveness of this
method was tested using a MATLAB model in a
configured simulation environment with three
nodes, one AV ECU sends, another receives, and
another eavesdrops, trying to penetrate the AV’s
wireless network while setting the SNR from 8 dB
to 14 dB, the payload is specified as a simulated
CAN bus at 8 and 64 byte.

™
o

o
L
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s 2

The results demonstrated the integrity of
the data sent between the two AV ECUs.
Regarding eavesdropping, the BER reached 50%
for a 64-byte payload and 22% for an 8-byte
payload, resulting in 100% packet loss. Seven
cases were taken to ensure that this proposed
resilient modification does not affect the signal
characteristics  regarding  orthogonality and
correlation, and the SNR was set to 12 dB for all
cases. The results showed that a secure connection
was maintained. Between the sending and
receiving vehicle’s ECUs, the packet loss of the
eavesdropping node ranged from 63% to 100%,
thus creating a hidden communication
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Fig. 10: Signals in case_5

environment for each vehicle.

9. CONCLUSION

Transmission security is crucial in
wireless transmission, protecting data from
eavesdropping and decryption. Despite the fact
that spread spectrum communication provides
security, transmission interception risks persist.
This paper presents a resilient modulation
technique that incorporates VINs into the CCK
equation. The results showed the integrity of the
data sent between the AV ECUs, with 100% packet
loss due to the eavesdropping ECU. In addition to
ensuring orthogonality and correlation are not
affected by modifications, other modified CCK
were implemented and the result was, the packet
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loss of the eavesdropping node ranged from 63%
to 100%, creating a hidden communication
environment for each vehicle. This type of resilient
modulation is considered a better choice for future
secure wireless transmission technology. In future
research, we recommend combining the modified
CCK with encryption algorithms like AES or RSA
to enhance data security.
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